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Chapter 1, Introduction: Privacy, data protection and
ethical issues in new and emerging technologies

Rachel Finn and David Wright
Trilateral Research & Consulting, LLP



1.1 INTRODUCTION

The first PRESCIENT deliverable examined the legal, social, economic and ethical concep-
tualisations of privacy and data protection. It discussed these two legal concepts and explored
how they might be balanced against other values or rights such as security. The report also
made general suggestions about how both privacy and data protection might be challenged by
new and emerging technologies, particularly in relation to ICT and surveillance technologies.
This report develops these ideas further through the use of five different case studies to spe-
cifically examine how general ideas around the relationship between new technologies, pri-
vacy and data protection can be translated into specific examples.

The purpose of this report is to describe five case studies involving different emerging tech-
nologies expected to have significant impact on privacy in order to consider how well current
legal and other regulatory mechanisms are suited to address the privacy and ethical issues
raised by these technologies. This report identifies and analyses privacy, data protection and
ethical issues raised by the following emerging and technologies: RFID enabled travel cards
and passports, “new surveillance technologies”, such as whole body imaging scanners and
unmanned aircraft systems, second generation biometrics, whole genome sequencing and hu-
man enhancement. For each technology the authors also identify uncertainties in the legal
environment as a result of new and emerging technologies. These uncertainties are brought
together to yield insights on how our understanding of privacy and data protection may
change in the light of those technologies, and to assess how privacy and data protection are
weighed against other ethical and social values, particularly human dignity, equality and the
rule of law'. By these terms, but most especially the “rule of law” we mean protections sur-
rounding free will, freedom from discrimination, freedom to travel, rights to security and
rights of self-determination.

1.2 METHODOLOGY

In order to provide a full picture of the potential privacy impacts and the adequacy of current
regulatory mechanisms each of the case studies analyses six issues: (1) the current status-quo
of the technology, including (where relevant) its capabilities and applications, and the ex-
pected progress in the near future; (2) the set of academic, and industrial actors that are driv-
ing the development of this technology, and their intentions; (3) possible users or beneficiar-
ies of the technology; (4) possibilities for privacy-infringing or ethically problematic uses and
practices; (5) the extent to which existing ethical principles and legal regulations are valid and
applicable for the technology; (6) possible pathways for future oriented new ethical rules and
regulations to ensure the right to privacy. Given the European context in which this report is
written, we focus upon the European legal and policy framework, however, in many cases we
also refer to practices and laws in third countries.’

1.3 OUTLINE OF THE REPORT

We have two RFID case studies in two separate chapters. The first examines the use of RFID-
enabled travel cards in public transport. It examines the widespread deployment of these

! Székely, Ivan, Maté Daniel Szabé and Beatrix Vissy, "Regulating the future? Law, ethics, and emerging tech-
nologies", Journal of Information, Communication & Ethics in Society, Vol. 9, No. 3, 2011, pp. 180-194.
? The focus of the research is based on western values and norms given our focus on the EU.

6



travel cards to assist customers, industry, transportation companies, local authorities, police
and security services to benefit from increased efficiency and less congestion in public trans-
port as well as the information collection capabilities that enable refunding, online or mobile
top-ups to credit and theft protection. However, these benefits come with certain, specific
risks to privacy, both through the exploitation of insecurities in cards, chips and back-end
systems and the misuse of personal information. Specific risks to privacy include the un-
authorised reading or use of personal information, the use of RFID information to track or
pinpoint an individual’s location and the unauthorised use of personal information in relation
to marketing. The chapter examines the relationship between these privacy issues and differ-
ent regulatory mechanisms such as privacy enhancing technologies, industry or corporate
standards, data protection legislation in different Member States or third countries and Euro-
pean legislation. The chapter concludes that the European Commission and Member States
should work proactively to ensure that transport passengers’ personal information is protected
from unwanted compromise, by introducing

* privacy-enhancing technologies into the systems themselves,

* processes such as privacy impact assessments and

* laws and regulations which make these measures legally binding.

The second case study (Chapter 3) examines the introduction of RFID-enabled passports, or
e-passports, in the last 10 years. The case study begins by discussing RFID technologies as
systems, comprising chips, readers, middle ware and back-end systems. It introduces and con-
textualises the introduction of RFID-enabled passports in response to events in late 2001. It
continues by identifying the stakeholders involved in the introduction of RFID-enabled pass-
ports and their relative positions, including government stakeholders, international organisa-
tions, industry players, non-government organisations and end users. The next section outlines
some potential privacy-infringing issues in relation to RFID-enabled passports. These include
issues surrounding the security of the chips and back end systems, data processing operations
which threaten privacy, such as unauthorised reading or clandestine tracking, and the specific
privacy violations that could arise from these data processing operations. This is followed by
a discussion of the ways in which both the e-Privacy Directive and the Data Protection Direc-
tive may address these privacy concerns. The chapter concludes with recommendations sur-
rounding future-oriented regulatory instruments that could address some of the privacy in-
fringements not currently considered under existing legislation. These include, for example,
issues such as consent, the right to be informed of how data is being processed and rights of
access. The chapter argues that technical solutions such as privacy by design or privacy im-
pact assessments could address some of the potentials for privacy infringement. However,
there is a clear need for technology-specific, tailor-made legislation.

Chapter 4 seeks to identify the ethical, privacy and data protection concerns surrounding the
use of “new surveillance technologies” in Europe. The report focuses on two case studies,
whole body imaging scanners and unmanned aircraft systems (UASs), both of which have
newly emerging civil applications. Hundreds of whole body imaging scanners are currently
deployed in airports in the USA, Europe, Canada, Nigeria and Russia, while other countries
are conducting trials or considering their use. Significantly, this deployment of whole body
scanners has raised controversy around the world in relation to privacy, data protection and
ethics and a range of different regulatory mechanisms, including legislation, codes of practice,
privacy by design enhancements and industry standards have been used to attempt to mitigate
privacy concerns. In contrast, the use of UASs (more commonly known as “drones”) has gen-
erated significantly less debate around privacy and data protection, despite a slow increase in
the introduction of UASs in civil applications, such as law enforcement, border patrol and



other regulatory surveillance. This report analyses the current deployments of these technolo-
gies and the stakeholders who are involved, and explores the ethical, privacy and data protec-
tion issues that these technologies raise. It also examines whether existing ethical principles
and legal regulations are valid and applicable for these technologies and what sorts of rules
should be implemented in the future to ensure the right to privacy.

Chapter 5 focuses on “second generation biometrics”. The chapter discusses key elements of
these technical developments, including the emergence of new biometric traits (the so-called
behavioural, physiological and soft biometrics) and the ways in which they are often used in
combination with more traditional traits in multiple biometrics or multimodal systems, as well
as the shift to embedded systems, where biometric technologies can support the wider trends
towards ambient intelligence or ubiquitous computing. The chapter argues that such “next
generation” biometrics are giving rise to a new set of ethical, legal and socio-political issues
that have not yet been discussed in depth. In order to fully examine emerging ethical, legal
and socio-political issues, this chapter outlines the primary drivers and barriers for their de-
ployment and the current and potential applications of traditional and future biometrics in
Europe. The second part of the chapter elaborates on the ethical and privacy impacts of sec-
ond generation biometrics and describes possible options for the future governance of these
biometric systems.

Chapter 6 focuses on whole genome DNA sequencing. This case study examines the recent
history of DNA sequencing and identifies emerging applications, such as the high throughput
uses of DNA sequencing in research, the Personal Genome Project (a large, publicly acces-
sible database of 100,000 voluntary entries) and the expansion of the use of DNA sequencing
in forensics. The chapter continues by discussing the relationship between the different stake-
holders interested in or affected by changes in DNA sequencing as well as their respective
positions. It discusses the privacy impacts of whole DNA sequencing in relation to potential
privacy infringements in different contexts such as research, biobanking, direct-to-consumer
testing, paternity or familial relationships and forensics. Finally, it examines the applicability
of the Priim Treaty to the use of whole DNA sequencing and makes recommendations regard-
ing regulatory mechanisms needed to address the privacy concerns identified. Some general
recommendations include harmonising legislation across different EU Member States and
making codes of practice legally binding. The chapter also argues that it should be a common
aim to develop and publish a concise, accurate and easy-to-understand, information policy for
each of the applications of DNA sequencing, including considerations of ethical concerns
such as appropriate informed consent and viable alternatives. Further recommendations are
organised by context and discuss recommendations in relation to research, biobanking, foren-
sics and direct-to-consumer testing.

Chapter 7 focuses on human enhancement. This chapter begins with a discussion on the com-
plexity inherent in attempting to define “human enhancement”; however, it identifies three
key attributes of the concept, namely artificial (socially controversial), internal (within the
human body) and non-therapeutic (no medical application). Since technological and pharma-
ceutical forms of enhancement reflect the main fields of applications, the chapter discusses
brain computer interfaces (BCIs) and neuro-enhancing pharmaceuticals as representative
cases. After outlining the functionality of BCI technology and specific pharmaceutical neuro-
enhancers, the chapter introduces the most important stakeholders shaping future develop-
ments in these fields of enhancement. Next, the chapter outlines the implications for data pro-
tection and privacy. It argues that whereas BCI technology heavily affects data protection
because the gathered data of brain activity contains highly sensitive personal information with



an unprecedented quality and depth, pharmaceutical neuro-enhancers and implanted BCI
technology pose a risk to the concept of bodily privacy and personal autonomy. The case
study concludes that privacy in the context of human enhancement (if it comprises personal
choice) should be regarded as a context-dependent and subjective notion, and should be rec-
onciled with the other values and goals of the user. However, when it comes to data protec-
tion, BCI technology seems to be heavily under-regulated.

Chapter 8 identifies uncertainties in the legal environment relating to each of the case studies.
It focuses on privacy and data protection as a discussion of the ethical and social implications
occurs in the final chapter. This chapter uses information from the case studies to assess
whether and how the Charter of Fundamental Rights can serve as a basis for legislative action
that would help to resolve the identified uncertainties. The chapter compares the protections
contained in the European Convention on Human Rights, the Charter of Fundamental Rights
and the Data Protection Directive (95/46/EC) as well as internationally accepted data protec-
tion principles with the potential for privacy infringing practices described in the case studies.
It presents two conclusions. First, privacy and data protection are two different legal instru-
ments with different contents. These two rights are not identical, and even when both are ap-
plicable, they do not necessarily equate with one another. Second, it argues that the extent of
the processing is an important consideration. Instead of trying to minimise the processing of
personal data, the new technologies discussed here seem instead to nurture a maximal pro-
cessing of data.

Finally, a synthesis chapter consolidates the findings from each of the case studies and pre-
sents the range of different emerging and foreseeable privacy issues demonstrated by the case
studies. It begins with a review of the privacy and ethical implications of each of the case
study technologies and matches these to the different aspects of privacy discussed in the first
PRESCIENT deliverable. It discusses how our understanding of privacy and data protection
has changed in light of the case study technologies and assesses how privacy and data protec-
tion are weighed against other ethical and social values related to human dignity, equality and
the rule of law. We demonstrate that the convergence of different technologies adds a new
layer of complexity and uncertainty in perceiving privacy and ethical issues. Given this com-
plexity, we argue that a flexible conception of privacy and data protection needs to be adopted
by organisations seeking to regulate new and emerging technologies and that multi-
dimensional regulatory mechanisms are most appropriate to minimise negative impacts on
privacy, data protection and ethics, while still protecting individuals’ other rights.
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2.1 INTRODUCTION

As the first part of the RFID case study, this chapter examines the use of RFID-enabled travel
cards on public transport. It explores the widespread deployment of these travel cards to assist
customers, industry, transportation companies, local authorities and police and security ser-
vices to benefit from increased efficiency and less congestion on public transport. However,
these benefits come with certain, specific risks to privacy, both through the exploitation of
insecurities on cards, chips and back-end systems and the misuse of personal information.
Specific risks to privacy include the unauthorised reading or use of personal information, the
use of RFID information to track or pinpoint an individual’s location and the unauthorised use
of personal information in relation to marketing. This chapter examines the relationship be-
tween these privacy issues and different regulatory mechanisms, such as privacy enhancing
technologies, industry or corporate standards, data protection legislation in different Member
States or third countries and European legislation. We conclude that the European Commis-
sion and Member States should work proactively to ensure that transport passengers’ personal
information is protected from unwanted compromise, both through introducing privacy-
enhancing technologies into the systems themselves, through introducing processes such as
privacy impact assessments and through introducing laws and regulations which make these
measures legally binding.

2.2 CURRENT STATUS OF RFID-ENABLED TRAVEL CARDS AND
EXPECTED PROGRESS IN THE NEAR FUTURE

Radio Frequency Identification (RFID) enabled cards for use on public transportation were
first introduced in the mid-1990s. The initial purpose of the cards was to reduce congestion in
transportation systems, especially at peak times, by speeding up the ticketing process, and
reduce fare evasion by ensuring that access to transportation systems is only available to those
who have paid the proper fare. Konomi and Roussos, writing about the introduction of RFID-
enabled Oyster Cards in London, note that:

until the early 1980s commuters had to pay separately for each mode of transport that they

used as the bus network, the Tube and commuter railways employed separate systems. This

situation inevitably produced considerable inconvenience... [and] significant delays.’

RFID-enabled contactless systems rely on silicon chips and antennas embedded in plastic
cards that transmit the information on the chip to a receiver, such as that installed at a ticket
barrier. The electromagnetic charge generated by a receiver enables the chip in the card to
transmit information, such as information about a season pass, a weekly pass and/or the
amount of credit carried on the card. Each chip has a unique identification number, and details
of where the card has been swiped or tapped are fed to a central database. In this way, passen-
gers can enter an identification number and view their journey details over a set period of
time.* The unique identification code also enables individual cards to “be singularly recog-
nized and...hotlisted” so that individuals attempting to use lost, stolen or fraudulent cards can
be prevented from using the system.’

* Konomi, Shin’ichi and George Roussos, “Ubiquitous computing in the real world: lessons learnt from large
scale RFID deployments”, Perspectives on Ubiquitous Computing, Vol. 11, 2007, p. 508.

4 “Oyster data use rises in crime clampdown”, The Guardian, 13 March 2006.
http://www.guardian.co.uk/technology/2006/mar/13/news.freedomofinformation

5 Konomi and Roussos, 2007, p. 511.
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Most RFID-enabled smart cards in Europe use either the MiFare chip or the Calypso chip,
both of which conform to ISO 14443 standards. Other areas, such as Dublin and the North
Rhine-Westphalia region, have sourced their own chips, most of which are also ISO 14443
compatible.® Chips which are ISO 14443 compatible operate at 13.35 MHz, which corres-
ponds to a read range of approximately 10 centimetres.” This means that the cards, and the
chip inside, must be relatively close to an authorised reader in order for the information to be
“read” from the chip. According to Konomi and Roussos, “the range of the system was re-
stricted to only a few centimetres”, because “it must always be clear which card is presented
to which gate by which passenger to ensure that correct charges are applied” particularly in
locations where “a large number of individuals [are] using the system concurrently and at
close proximity to each other”.® RFID-enabled smart cards are part of a large ticketing system
that includes cards, readers, communication infrastructure, databases and computing hard-
ware. The systemic nature of these transportation systems was evidenced in one high profile
failure in the London Oyster Card system, where in 2008 a software “glitch wiped as many as
40,000 cards”.’

Some of the largest deployments of RFID-enabled travel cards include Transport for Lon-
don’s Oyster card system (used daily by more than 5 million commuters'®), the OV-chipkaart
(“Europe’s first nation-wide multi modal public transport card”'") and the Octopus Card in
Hong Kong (“used by nearly 95% of residents”'?). RFID-enabled travel card projects exist or
are underway in Europe, North America, South America, Asia and Australia, and although
examples are too numerous to list here, Cubic Transportation Systems, one of the major sup-
pliers of contactless smart card systems, claims the following range of customers:
Cubic has delivered over 400 projects in 40 major markets on five continents. Active projects
include London; Brisbane (Southeast Queensland) region, Australia; New York / New Jersey
region; Washington, D.C. / Baltimore / Virginia region; Los Angeles region; San Diego re-
gion; San Francisco region; Minneapolis/St. Paul; Chicago; Atlanta region; Miami (South
Florida) region; Vancouver and Edmonton, Canada; Sydney (New South Wales), Australia;
and Scandinavia.'

This gives some indication of the popularity of such smart card systems in transport. Calypso
Networks Association, which implemented the original Paris Navigo Card in 1995, claims to
be operating in 21 countries and 80 different urban markets, including Montreal, Brussels,
Lisbon, San Paulo and Skopje."* Another major system company, Octopus Card Limited, op-

% Railway Procurement Agency, “ITS FAQs”, 2008. http://www.rpa.ie/en/its/Pages/ITSFAgs.aspx#anchor use

7 ASK, “Contactless Technology”, 2011.
http://www.ask-rfid.com/Technology/Contactless/tabid/101/language/en-US/Default.aspx

8 Konomi and Roussos, 2007, p. 510-11.

? Thompson, lain, “Oyster card system clams up; Glitch wipes 40,000 cards”, vnunet.com, 15 Jul 2008.
http://www.v3.co.uk/vnunet/news/2221591/oyster-card-system-clams

1K onomi and Roussos, 2007.

"' van’t Hof, Christian, and Jessica Cornelissen, RFID and Identity Management in Everyday Life: Case Studies
on the Frontline of Developments towards Ambient Intelligence, European Technology Assessment Group, Oct
2006, p.10.

12 Octopus Holdings Limited, “Corporate Profile: Hong Kong Services”, 20009.
http://www.octopus.com.hk/about-us/corporate-profile/services-in-hong-kong/en/index.html

' Cubic Transportation Systems, “Cubic Signs $220 Million Contract to Design, Build, Operate and Maintain
Vancouver Smart Card and Faregate System”, press release, 27 Jan 2011.
http://cts.cubic.com/AboutUs/News/News/tabid/434/articleType/ArticleView/articleld/30/language/en-
GB/Cubic-Signs-220-Million-Contract-to-Design-Build-Operate-and-Maintain-Vancouver-Smart-Card-and-
Faregate-System.aspx

'* Calypso Networks Association, “Implementations”, 2011.
http://www.calypsonet-asso.org/index.php?rubrique=main_50
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erates in the Netherlands, Hong Kong, Dubai and New Zealand. Other examples include the
Monedero Card in Buenos Aries and the Travel Card in New Delhi.

One of the key ways in which the RFID travel card market is seeking to expand and evolve is
through the use of Near Field Communication (NFC). Technology specialists have already
argued that RFID technology and NFC are often confused, where “NFC is a short-range wire-
less connectivity technology standard designed for simple communications between elec-
tronic devices. NFC communication is enabled by bringing two NFC compatible devices
within a few centimeters of one another... [and] NFC devices share the basic technology with
proximity (13.56 MHz) RFID tags and contactless smart cards, but have also specific fea-
tures.”’> The primary distinction between RFID-enabled cards and NFC devices is that NFC
devices must have their own processing capabilities, whereas the chips in RFID cards are pas-
sive. In relation to contactless smart cards, NFC is being utilised in two distinct ways, inte-
grating travel and small payment capabilities into the RFID contactless card or using mobile
phones as NFC devices to pay for travel and small items.

The integration of contactless smart cards for travel and debit payments has been long-
promised, but has taken some time to gain public acceptance. This technology was also rolled
out in the mid-1990s in the USA in relation to the Exxon-Mobile Speedpass®, which was
intended for gasoline and other small purchases in Exxon-Mobile petrol stations only. Trans-
port for London and Barclay Card have been pushing the development of the OnePulse Card
— an all-in-one card that integrates an Oyster card function as well as a debit and credit func-
tion.'® In Los Angeles, the TAP® card is being expanded to enable holders to use the card to
pay for parking, events, hotels and retail purchases,'” while officials in Venice have plans for
“extended use of the cards for accessing museums, paying restaurants [and] booking con-
certs” to offer increased services for citizens and tourists.'® However, it is in Asia where NFC
smart cards have been most successfully expanded from transport to other sectors. The T-
Money card in Seoul, South Korea can be used at convenience stores, vending machines,
amusement parks, fast food stores, theatres, the university, municipal parking, tolls, copy ma-
chines and on the Internet.'” In Taipei, the Easy Card can also be used at convenience stores,
department stores, supermarkets and other retailers.

Some transportation providers have also teamed up with mobile phone companies to work
towards integrating NFC technology and payment systems. Cubic Transportation Systems has
teamed up with a number of other companies to offer NFC-enabled phone applications. For
example, the LA TAP® system has implemented a phone application that enables law en-
forcement officials and fare inspectors to view the information on a traveller’s smart card to
ensure that the proper fare has been paid. Cubic asserts that “fare verification, fare payment,
personal account maintenance, access control, operational management, data acquisition and
mobile ticketing are among the new applications that will be available in our systems to sup-

'’ Dehousse, Franklin, and Tania Zgajewski, “RFID: New ‘Killer Application’ in the ICT World, New Big Bro-
ther or Both?”, Egmont Paper 30, Academia Press, Gent, June 2009, p. 5.

'® Cubic Transport Systems, “The World is their Oyster”, Collection Point: A bi-monthly magazine for Europe,
No. 1, Dec 2007, p. 6.

'” Cubic Transportation Systems, “Case Study: Los Angeles TAP® Card System”, 2010.
http://cts.cubic.com/Customers/UnitedStates/CaseStudyLosAngeles/tabid/427/language/en-US/Default.aspx

'8 van Lieshout, Marc, Luigi Grossi, Graziella Spinelli, Sandra Helmus, Linda Kool, Leo Pennings, Roel Stap,
Thijs Veugen, Bram van der Waaij, Claudio Borean, RFID Technologies: Emerging Issues, Challenges and
Policy Options, Office for Official Publications of the European Communities, Luxembourg, 2007, p. 219.

' Korea Smart Card Co., “T-Money Service”, 2006. http://eng.t-money.co.kr/
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port payment on mobile devices.”* In the future, mobile phones will enable travellers to view
their travel history on their mobiles, check their balance and top up the card at a time and
place of their choosing, as well as allow “the phone to read and act upon information encoded
in intelligent ‘tags’ embedded in everyday items such as timetables and posters”.>' However,
present systems only allow subscribers to “download a ‘virtual transit card’ as an application
to their phone and then use the phone as a reload terminal to add products to the card.... [A]
file contains data on transit usage, such as the application tracking ID, the stored value bal-

ance and the journey history.?

2.3 STAKEHOLDERS (INDUSTRY, ETC.) AND DRIVERS DRIVING
THE DEVELOPMENT OF RFID-ENABLED TRAVEL CARDS

The introduction of RFID-enabled contactless travel cards are driven by a range of actors.
Most systems are procured by civic transportation authorities such as Transport for London
(TfL), or by organisations of transportation companies working in conjunction in particular
urban or regional areas.”> However, most systems are delivered via a consortium of com-
panies with different relative expertise. For example, TfL originally selected “Transys, a con-
sortium of EDS, Cubic (each for 37,5%), and ICL (Fujitsi) and WS Atkins as supporting
companies [...] to deliver the electronic ticketing system to London™*, while the “owner and
maintainer of [the OV-chipkaart] RFID environment is Trans Link Systems (TLS), a consor-
tium of the five largest public transport companies in the Netherlands, representing 80% of
the Dutch market™. These consortia then contract out the construction of different compo-
nents of the system to different companies. Again, taking London’s Oyster card as an exam-
ple, van Lieshout, et al. found that in the original Transys contract:
Transys has chosen the Philips Mifare chip for use in the London’s Oyster smart card project.
The smart cards will be manufactured by Giesecke & Devrient, Germany and Schlumber-
gerSema, UK, while Cubic will be responsible for the readers, and EDS will be responsible for
the central information system, the distribution and quality control of the cards.*

Such complex systems can lead to delays and problems as companies depend on one another
for different components, because projects might include dozens of different public transport
organisations, a range of different companies and local political actors.”” To mitigate prob-
lems arising from corporate co-operation and to increase their market share, other companies
offer a range of layered systems where, for example, the Korea Smart Card Co. provides:
A range of services, including value added services, such as a mobile payment system, an e-
money system and a customer web portal. They also offer front end systems including bus
systems, train systems and ferry, taxi and total mobility systems. The next layer is back end
systems, such as re-load systems, clearing systems, settlement systems, data warehouse and

2% Cubic Transportation Systems, “Mobile and Contactless Payment”, 2011.
http://cts.cubic.com/Solutions/MobileandContactlessPayment/tabid/365/language/en-GB/Default.aspx

*! Cubic Transport Systems, “Beyond the Gate: An engineer’s-eye-view on emerging ticketing and gating solu-
tions across Europe”, Collection Point: A bi-monthly magazine for Europe, No. 2, March 2008, p. 13.

22 Cubic Transport Systems, “Getting Smart in San Francisco”, Collection Point: Quarterly Magazine, No. 3,
June 2008, p. 4.

2 van’t Hof and Cornelissen, 2006.

2 van Lieshout, et al., 2007, p. 214.

% van’t Hof and Cornelissen, 2006, p. 11.

2 van Lieshout, et al., 2007, p. 214.

2" van Lieshout, et al., 2007.
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bus management systems. Finally, infrastructure such as infrastructure/architecture, card issu-
. . 28
ance systems and monitoring systems.

In a similar fashion, the 2010 transfer of the Oyster system from Transys to Cubic Transporta-
tion Systems> would not have been possible without the fact that Cubic now offers back-end
systems via their Nextfare® Solution Suite, an open software and hardware platform that in-
tegrates “an enterprise management system and customer devices for smart card issuing,
processing and validating”.*® In addition to Cubic Transportation Systems, other companies

who drive the introduction of systems include vendors such as Octopus, ASK, and Calypso.

Place Card name Entities/companies involved  Specific uses

North-Rhine- | VRR/VRS VRR and VRS; T-Systems Inter- | Trains and buses in the region.

Westphalia, national GmbH, the IT services

Germany and infrastructure arm of German

telco Deutsche Telekom AG;
German Mass Transit Authority
(VDV).

The Nether- | OV-  chip- | Octopus Holdings Limited; Dutch | All public transport in The

lands kaart Railways; Philips (MiFare) Netherlands.

London Oyster Card | Cubic Transportation Systems; | Subway, buses, ferries and

Transport for London; Philips; limited use on commuter rail.

Paris Passe Navigo | Régie Autonome des Transports | For use on the subway, buses,

Parisiens (RATP); Calypso; ASK | trams and bicycle rental.
Dublin N/A Luas, Dublin Bus and Iarnréd | Light rail, buses and commuter

Eireann (Irish Rail); Veolia | rail, although the cards are not

Transport  Ireland; Integrated | integrated.

Transport Service; Hewlett Pack-

ard

Los Angeles TAP Card Cubic Transportation Systems Usable on LA metro, soon to
include parking, events, hotels
and retail.

Seoul T-money Korea Smart Card Co. Usable on public transport and

card at convenience stores. They
will also be expanding this
service to smart phones.

Taipei Easy Card EasyCard Corporation National transport tickets,
convenience stores, depart-
ment stores, supermarkets, and
other retailers across Taiwan.

Tokyo SUICa Sony's FeliCa (Felicity Card) | For use on train lines in Japan

(Super Urban | technology; East Japan Railway | as well as retail purchases.
Intelligent Company
Card)
Hong Kong Octopus Octopus Holdings Limited; Sony | For use on transportation and
Card parking, at retail outlets, self-
service machines, leisure. fa-

2 KSCC, “Korea Smart Card Co., Ltd.”, 2006. http://eng.t-money.co.kr/ [Note: Some formatting in this quote
has been changed.]

% Thompson, Rebecca, “Cubic takes on Transport for London's Oyster card IT contract”, ComputerWeekly.com,
17Aug 2010. http://www.computerweekly.com/Articles/2010/08/17/242418/Cubic-takes-on-Transport-for-
London39s-Oyster-card-IT.htm

3% Cubic Transportation Systems, “Enterprise systems for transit”, 2011.
http://cts.cubic.com/Solutions/EnterpriseSystemsforTransit/tabid/363/language/en-US/Default.aspx
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cilities and schools
New Delhi Travel Card | Delhi Metro Rail Corporation; | For use on the Delhi Metro,
Citibank; MiFare; and integrated with Citibank
credit card.
Buenos Aires | Monedero/ Buenos Aires Metro (Subte) Metro and bus lines, as well as
Subte card a debit card in some small
shops and in toll roads.

Table 2.1: Select examples of the use of smart cards in public transport and beyond.

Yet, while transportation systems companies drive the introduction of contactless smart card
systems through sales, other corporate players drive the introduction of this technology
through chip development, manufacture and outlining standards. ICT vendors such as Philips
(the Mifare chip), Sony (The FeliCa chip), ASK (the C.ticket), SMicroelectronics, Infineon,
Nokia and Applied Card Technologies all have a share of contracts in the contactless transport
card sector. The International Organization for Standardization (ISO), Calypso and VDV have
developed industry standards for the RFID chips used in contactless cards, specifically, the
ISO 14443 standard

2.3.1 Beneficiaries of RFID travel cards

While there are some clear beneficiaries of RFID-enabled travel cards, public transport pro-
viders who procure the systems may paradoxically receive the least secure benefits from the
system. Private companies, as well as Member States and the European economy benefit from
the revenues generated for European companies in providing RFID-enabled travel cards.
Commuters benefit from financial advantages from discounts available as a result of using the
card’!, convenience in terms of quick entry and exit to and from transport systems, security in
terms of excluding those who have not paid a fare’” and convenience in terms of automated or
Internet-based credit reload systems. Consumers also experience indirect benefits, such as
more personalised services and marketing, which have been criticised as potentially privacy
infringing practices. Police and security services have also benefited from the time and lo-
cation data available about individual travellers as a result of RFID-enabled travel systems.
The BBC and The Guardian have both reported that the Metropolitan Police (London) have
requested journey information for individual Oyster cards as part of criminal investigations.>®
Public transportation authorities may benefit from increased passenger numbers**, modernised
systems (including increased efficiency, decreased staff costs, better overall transport system
management)’> and a reduction in fare evasion®®. However, van Lieshout et al. note that these
systems often require significant financial investment, and that a return on investment may
take yeﬁrs to materialise. In fact, none of the cases they analysed indicated savings on these
points.

2.4 PRIVACY IMPACTS AND ETHICAL ISSUES RAISED BY RFID-

3 van Lieshout, et al., 2007.

2 GVB, “What is the OV-chipkaart”, 2011. http://www.gvb.nl/english/travellers/tickets-and-fares/ov-chipkaart-
travel-products/pages/what-is-the-ov-chipkaart.aspx

33 «Qyster data use rises in crime clampdown”, 2006.

** Cubic Transportation Systems, “Case Study: London Oyster® Card System”, 2011.
http://cts.cubic.com/Customers/UnitedKingdom/CaseStudyLondon/tabid/430/language/en-GB/Default.aspx

3% van Lieshout, et al., 2007.

*® OECD, "RFID Guidance and Reports", OECD Digital Economy Papers, No. 152, OECD publishing, 2008.

37 van Lieshout, et al., 2007, p. 208
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ENABLED TRAVEL CARDS

Although some assert that the unauthorised reading of RFID tags “is not a significant privacy
problem as the range of most RFID tags is so small”,’® many have expressed serious concerns
about the potential for privacy-infringing uses and practices in RFID-enabled applications
such as contactless travel cards. Many of these privacy concerns in relation to such cards
focus on the physical insecurity of the chips and the related insecurity of the personal data
collected by those managing the transport/travel card systems.

Research on RFID-related privacy concerns offers a number of different categorisations of
security and/or privacy threats in relation to RFID systems. The OECD has outlined three
dimensions of security threats for RFID systems, including availability, integrity and confi-
dentiality threats, with examples such as “denial of service, jamming, cloning, eavesdropping
and skimming.”’ Garfinkel et al. outline a series of privacy threats associated with RFID sys-
tems in general, but which can be linked with RFID-enabled contactless travel cards. Their
categorisation system contains the following threats:

* Association threat: The association between an individual and a tag’s individual serial num-
ber, which can be clandestine or involuntary.

* Location threat:. “First, individuals carrying unique tags can be monitored and their location
revealed if the monitoring agency knows the tags associated with those individuals. Second,
a tagged object’s location—regardless of who (or what) is carrying it—is susceptible to un-
authorized disclosure.”*’

* Preference/value threat. An item’s tag identifies the product’s manufacturer, the product
type, and the item’s unique identity. This can result in a value threat if the monetary value of
the item, or the credit on a card is can be determined.

* Constellation threat. Sets of RFID tags can create a unique shadow around a person or
group, allowing them to be tracked, even if individual identities are unknown.

* Transaction threat: When a tagged transfers from one person to another, a transaction be-
tween the individual(s) can be inferred.

* Breadcrumb threat: This threat is similar to an association threat; however, it involves situa-
tions where the item has been dissociated from the person, without a transfer of association
to the new holder. If the transferred item is used in the commission of a crime, only the ori-
ginal owner is implicated, not the new owner.*’

Many of the specific privacy concerns around the security of the cards and the personal in-
formation they store or generate are associated with one or more of these threats.

There is a range of ways in which the physical security of the RFID-enabled contactless travel
card system can be compromised. As Pawel Rotter warns, threats are not only to the tags
themselves, but they are systemic, including threats to the air interface and threats to readers,
networks and back-end systems.*” The OECD concurs, stating that “tags and readers are not
the only components of RFID systems that require security protection. Software (middle-

3% Alfonsi, Benjamin J., “Privacy debate centers on Radio Frequency Identification”, IEEE Security and Privacy
Magazine, Vol. 2, No. 2, March-April 2004, p. 12.

% OECD, Radio Frequency Identification (RFID), 2008, p. 4.

0 Garfinkel, et al., 2005, p. 38.

“bid.

2 Rotter, Pawel, “A Framework for Assessing RFID System Security and Privacy Risks”, Pervasive Computing,
April-June 2008, pp.70-77.
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ware), network and database components are also subject to information security risks.”* In a
number of well publicised cases, scientists and technology experts have discovered flaws in
the security of RFID chips, where simple and/or inexpensive technological purchases can
compromise card security. In one case, Dutch scientists discovered that Mifare chips in
Opyster cards could be cloned using a commercial laptop, and scientists used the technique to
“ride free on the Underground for a day”.* The technique relied on scientists “scanning” a
card reading unit to obtain the cryptographic key and then brushing close to individuals with
cards in their pockets to “sniff” the required information from the card using a reader. Simi-
larly, researchers in the USA demonstrated a serious security weakness in RFID-enabled
Speedpass® devices, by cloning the devices and using them to obtain free petrol.* In October
2006, American researchers also noted that RFID-enabled credit cards were susceptible to
unauthorised information exchange, where they found that the cryptographic protections in
the cards intended to protect sensitive information actually transmitted the card-holder’s name
and other details without encryption.*® Ramos et al. note that the equipment necessary to
eavesdrop on a legitimate RFID information exchange on RFID-enabled passports is available
on the Internet.*” In some cases, the necessary technology can cost as little as US $150.* Yet
another security flaw identified is the possibility of RFID tags being infected with viruses
and/or used to infect middleware and databases.*

Further privacy-related concerns about contactless smart cards often revolve around the use or

misuse of personal information. Ann Cavoukian, the Information and Privacy Commissioner

of Ontario, Canada defines personal information as:
Any recorded information about an identifiable individual. In addition to one’s name, contact
and biographical information, this could include information about individual preferences,
transactional history, record of activities or travels, or any information derived from the above,
such as a profile or score, and information about others that may be appended to an individ-
ual’s file, such as about family, friends, colleagues, etc. In the context of item-level RFID tags,
the linkage of any personally identifiable information with an RFID tag would render the
linked data as personal information.”

Upon registering for a contactless travel card, three major providers of these travel cards re-
quest a range of information. For example, in order to get an OV-chipkaart, van’t Hof and
Cornelissen report that they were required to submit the following personal details on the ap-
plication form: name, address, bank account, signature and a copy of a passport.”’ On pur-

 OECD, Radio Frequency Identification (RFID): A Focus on Information Security and Privacy,

DSTI/ICCP/REG(2007)9/FINAL, OECD Publishing, 14 Jan 2008, p. 4.

* Miller, Vikki, “Oyster card: fears over Mifare security”, The Telegraph, 21 June 2008.
http://www.telegraph.co.uk/news/newstopics/politics/2168791/Oyster-card-fears-over-Mifare-security.html

*> Garfinkel, Simson L., Ari Juels and Ravi Pappu, “RFID Privacy: An Overview of Problems and Proposed
Solutions”, IEEE Security & Privacy Magazine, Vol. 3, No. 3. 2005, pp. 34-43.

¢ Ozer, Nicole A., “Rights ‘Chipped’” Away: RFID and Identification Documents”, Stanford Technology Law
Review, Vol. 1, Jan 2008. http:/stlr.stanford.edu/pdf/ozer-rights-chipped-away.pdf. See also Dehousse and
Zgajewski, 2009.

47 Ramos, Alan, Weina Scott, William Scott, Doug Lloyd, Katherine O'Leary and Jim Waldo, “A Threat Analy-
sis of RFID Passports: Do RFID passports make us vulnerable to identity theft?”, Communications of the ACM,
Vol. 52, No. 12, Dec 2009, pp. 38-42.

* Ozer, 2008, p. 5, para 10.

* Rieback, Melanie R., Bruno Crispo and Andrew S. Tanenbaum, “Is your cat infected with a computer virus?”,
Proceedings of the Fourth Annual IEEE International Conference on Pervasive Computing and Communica-
tions, 2006, pp. 169-179.

%% Cavoukian, Ann, Privacy by Design: Take the Challenge, Information and Privacy Commissioner of Ontario
Canada, Toronto, March 2009, p. 150.

3! yvan’t Hof and Cornelissen, 2006, p.- 11.
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chasing an Oyster card, the following personal details must be supplied: name, address, phone
number and e-mail address.” Finally, according to Octopus in Hong Kong, the following per-
sonal details are necessary “to enable the elderly and students to enjoy the concessionary fares
offered by different public transport service providers”: name, date of birth and ID card num-
ber.”® Most companies say that the purpose of providing personal information is to enable
direct debiting, to protect the balance on the card in case it is lost or stolen and to process re-
funds and other procedures. Acceptance of the terms and conditions, including the use of per-
sonal data for commercial purposes, is often indicated through a customer’s first use of the
card.”® However, some companies also enable individuals to purchase anonymous cards. Oc-
topus claims that 80 per cent of their current customer base is using anonymous cards.” Van’t
Hof and Cornelissen also find that VRR/VRS in Germany explicitly claim that the RFID
chips on their smart cards only store data that is relevant and necessary for the validity of the
card: name, date(s) of validity-date and zone(s) of validity. They also state that no additional
travel or personal details are stored, and customers can choose whether to use a personalised
credit card or an anonymous debit card as payment.”® Anonymous Oyster cards can be pur-
chased with cash; however, they cannot be linked with season passes or discounts, as is also
the case for OV-chipkaarts in the Netherlands, where anonymous cards were initially more
expensive than those which collected personal information.”” This prevention or discourage-
ment of anonymity is central to some of the potential privacy infringing practices that civil
liberties groups, technology experts, governments and academics discuss in relation to RFID
embedded travel cards.’®

A second key potentially privacy-infringing practice, and perhaps the most immediate for

customers, 1s the potential to use the data from travel cards to pinpoint individuals’ locations

or to track their movements as they use public transport. The OECD argues that:
After the fact tracking can result from bringing together location, time and other information
previously stored in one or several databases, thus acting as “digital footprints”.... Subway
RFID cards like the Parisian Navigo Pass, the London Oyster Card or the Tokyo Suica Card
allow only individuals who have paid the fee to enter in the transportation system and take the
journey they have paid for. All these RFID systems need to process location information in
order to perform their access control feature but if such information is stored and can be linked
to the individual, it could then be used for broader tracking purposes.”

This location threat can be translated into a breadcrumb threat, where as Langheinrich argues,
“once a specific tag or a set of tags can be associated with a particular person, the mere pres-
ence of this tag in a particular reader field already implies a (most likely unwanted) location
disclosure.”® Langheinrich points out that the association between the individual and the tag
can be spurious (e.g., if the card is stolen or given to another person); however, this associa-
tion is difficult to break once it is made. This generalised threat can and has materialised into
specific threats. The OECD has found that passengers’ latest entry and exit stations from

> Ibid.

> However, Octopus will stop recording customers’ ID numbers in the fourth quarter of 2010. Octopus Holdings
Limited, “Customer Data Protection”, 2009.
http://www.octopus.com.hk/customer-service/fag/en/index.html#Service05
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Japanese public transport systems are stored on the Suica card and can be read by basic,
commercially available RFID readers, which could facilitate stalking.®’ British newspapers
have also found that the data stored in relation to the London Oyster Card is available online
to anyone with the card’s serial number, or who takes the card to a payment station. This data
has been used in divorce proceedings as evidence of infidelity.® In many cities, police use
data generated by travel cards as part of police investigations.®> However, in most places, pol-
ice must provide a search warrant or court order in order to be given access to the data.**

The unknown compromise of personal information stored in RFID chips is also a key privacy
concern. Langheinrich states that one of the main privacy relevant facets of RFID technolo-
gies is that “function[s] can be accessed without a line-of-sight, i.e., both reader and tag can
be completely hidden from view, making it difficult, if not impossible for the owners of
scanned objects to be aware of such a process taking place”.> The OECD also concurs, stat-
ing that the “core characteristic” of RFID is the fact that “invisible electromagnetic communi-
cations that make the collection of information by RFID devices not obvious to the person
carrying the tagged product or object”.’® This data can be compromised through practices
such as “skimming”, where unauthorised readers can access information on the card, or
through a compromise in the data security in back-end systems. Van’t Hof and Cornelissen
offer a specific example of back-end data insecurity, when they purchased and attempted to
use an OV-chipkaart:
A bus driver, helping [the researcher| out on many of these events, called her one night at
home to inquire if everything was sorted out with the card. This account demonstrates the link
between tge card and the personal information in the database has not been sufficiently se-
cured yet.

Although this relates to an early deployment of interoperable RFID-enabled travel cards for
use on trains and buses in the Netherlands, as the authors argue, the lack of security of per-
sonal data is startling.

The threat of association in relation to contactless travel cards primarily comes from the use
of personal data for marketing purposes. As Srivastava argues, the aggregation of personal
data can lead to companies constructing sophisticated consumer profiles.®® This is especially
true if contactless travel cards are expanded for use as payment for other small items. Van’t
Hof and Cornelissen found that the Dutch Railways have been “open” about their intention to
use data from the OV-chipkaarts for marketing purposes, although the railway company does
not specify what type of marketing.”” As we will see below, this was a key issue that
prompted the Dutch government to intervene. Langheinrich discusses Westin’s definition of
privacy as “‘the claim of individuals... to determine for themselves when, how, and to what
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extent information about them is communicated to others’” and states that this control over
personal information is violated by “sniffing” RFID tags or using them to track individuals.”

The use of RFID chips generally, as well as the privacy concerns surrounding RFID-enabled
travel cards specifically, has prompted a range of actors to resist the use of personal informa-
tion in these ways. Privacy watch groups such as FoeBud (Verein zur Forderung des offent-
lichen bewegten und unbewegten Datenverkehrs) in Germany and CASPIAN (Consumers
Against Supermarket Privacy invasion and Numbering) in the USA have organised public
protests against the use of RFID in retail environments.”' Van’t Hof and Cornelissen found
very few cases in which the use of RFID-enabled travel cards have encouraged privacy de-
bates; however, they did find that FoeBud warned potential users on its website that the data
generated by travel cards could be used to monitor people’s movements and that their data
could be used for other purposes.’ It is worth noting that the VRR/VRS cards do not carry
any personal data except users’ names. In relation to OV-chipkaarts, which were not initially
anonymous, the Dutch Data Protection Authority warned the Dutch Railways that “their stor-
age and use of travel information was not always legitimate” and that “the aggregation of data
has to be limited to the necessary data — in this case data for administering payments and not
for marketing — and data can only be used once the person involved has agreed explicitly”.”
Dutch Railways states that cards can now be purchased anonymously, which would enable
individuals to limit the use of their personal data. In response, some individual travellers are
resisting the collection and use of their personal details in unique ways, for example by ex-
changing cards with one another.”* On a more macro level, civil liberties campaigners and
academics have also warned about the use of RFID-enabled devices in general, saying that
RFID deployment should be halted until a formal technology assessment could take place.”
At the European level, the Article 29 Data Protection Working Party (Article 29 WP) is look-
ing at the use of RFID in various applications and issuing recommendations as to how the
privacy issues related to RFID can be addressed.

2.5 EXTENT TO WHICH THE EXISTING LEGAL FRAMEWORK
ADDRESSES THE PRIVACY IMPACTS

A range of ethical principles, codes of practice and legal regulations have been instituted for
the control of the use and disclosure of personal information in relation to RFID embedded
travel cards. These policy-related security measures may also work in conjunction with pri-
vacy-enhancing technologies (PETs), technical safeguards to ensure the security of informa-
tion. Both the OECD and Garfinkel et al. argue that the proper security of RFID applications
requires a combination of technical and policy controls, and that this is vital to ensure that
these applications achieve public acceptability and economic benefits.”®

Those who argue for the inclusion of PETs into RFID systems say that these PETs must be
considered at the design stage of the system. For example, the OECD states that “privacy by
design or embedding privacy in the design of the technology and of the systems can signifi-
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cantly facilitate the protection of privacy and foster trust in RFID systems”.”’ The Information
and Privacy Commissioner of Ontario as well as the Article 29 WP suggest that systems
should build in privacy protections.”® One of the PET tools available to those who are design-
ing these systems with privacy in mind is the encryption of information on the RFID tags, so
that only authorised readers can communicate with them.” Langheinrich further argues that
the communication channel between the tag and the reader must be secure.® Finally, in addi-
tion to technical privacy by design, systems should also design privacy into their information
collection systems and procedures, where, for example, principles such as data minimisation
and anonymisation should be applied.®’

Although ethical issues such as informed consent and opt-in/opt-out mechanisms are part of
any comprehensive privacy protection package, ethical ways of handing customer data in rela-
tion to privacy have been identified. For example, the OECD discusses the relationship be-
tween the privacy considerations inherent in paper tickets versus RFID-enabled tickets. The
organisation states that “sometimes, the individual has no real choice but to accept the collec-
tion of data in order to benefit from an associated service”, where the removal of the option of
paper tickets means that peoples’ “choice will then be reduced to either accepting the collec-
tion of personal data or not using the transportation system”.* According to the OECD, this
choice nullifies consent because of the cost to the individual for refusing information collec-
tion. Here, they demonstrate that although knowledge and consent are important ethical facets
of any information collection system, they do not represent the totality of privacy protections.

In contrast, Konomi and Roussos praise Transport for London for the balance they have

achieved between “loss of privacy and perceived benefit”.®> According to these authors, the

facets of this balance include the following:

* Customers can tailor their privacy/benefit balance by using different types of cards. Anony-
mous cards bought for cash do not rely on personal information; however, this does not al-
low for the refund of credit on lost or stolen cards.

* The parties involved in the transaction of data and the use of that data are always clear in the
Oyster card system as only TfL-operated machines can read or write card data.

* TfLL. has committed to providing appropriate safeguards to comply with the UK Data Protec-
tion Act and to clarify the use of data collected.**

Here, the fact that TfL sought advice on the use of personal data in contactless travel cards

demonstrates an ethical stance and a concerted effort to take customers’ data protection seri-

ously and to act in a responsible, ethical manner.

Travel card operators develop and implement their own data protection or privacy principles,
or solicit certification in relation to industry standards. For example, Octopus Card Limited
who runs the Octopus Card in Hong Kong states the following:
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As a responsible organisation, Octopus Cards Limited (OCL) values the importance of cus-
tomer data privacy and protection, and is in full compliance with the related ordinances in
handling customer data.

Internal users are authorised to access the personal data on a need-to-know basis (eg hotline
staff) and authentication is required before they are granted access to the data.

We issue internal guidelines and conduct training for staff on the proper way to handle Octo-
pus holders’ personal information. We also have audit trails to monitor the use of such data
and have regular internal audits and reviews to ensure strict compliance.

We also issue policies on Personal and Customer Data Protection and Code of Practice to all
employees on commencement of employment regarding the handling of data confidentiality
and appropriate conduct in carrying out business. Employees are required to acknowledge re-
ceipt of and comply with these policies.”

larnrod Eireann (Irish Rail), in relation to its smart card, state in its privacy policy that travel-
lers’ account details will not be shared with other companies and that individuals can remove
the association between their account and the smart card, but they will only be able to top up
the cards at vending machines and they will no longer be able to view their history on-line.*®
With regard to the processing of personal payments, a number of travel card providers have
sought industry certification in order to ensure the secure collection of payment and to protect
customer data. For example, Cubic Transportation Systems, which runs smart card schemes in
80 countries, has acquired Payment Application Best Practices (PABP) certification®’. The
PABP certification means that Cubic complies with the Payment Card Industry Data Security
Standards, specifically they agree to the following: building and maintaining a secure net-
work; protecting card holder data; maintaining a vulnerability management programme, im-
plementing strong access control measures, regularly monitoring and testing networks and
maintaining and information security policy.*® Other payment security standards include the
ITSO payment standard in the UK, VDV Standard in Germany, RKF in Sweden and EMV
standards for open payment systems by contactless bank cards. Finally, the European Com-
mission recognises the role that industry standardisation or certification can play in maintain-
ing information security and privacy. They recommend that International Organization for
Standardization (ISO) codes of conduct and best practices can help businesses manage infor-
matiofg security and privacy, and that these codes and practices are compliant with EU regula-
tions.

Often the data generated by RFID chips on contactless travel cards and stored in databases
associated with travel card systems are subject to data protection acts in different Member
States and non-EU countries. According to van’t Hof and Cornelissen, “the OECD Privacy
Guidelines... square brackets with ellipsis are, in my view, redundant form the basis for many
national laws on privacy... [and] state for example that people are entitled to know what kind
of information is gathered about them, for a purpose specified in advance.”®® Transport for
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London who run the Oyster Card system states that it complies fully with the UK Data Protec-
tion Act, and that individual travel records are kept for a maximum of eight weeks in order to
assist with refunds or other enquiries.”’ They do not share the data with any third parties for
commercial purposes; however, they do disclose information to law enforcement agencies on
a case-by-case basis.”> The original OV-chipkaart fell afoul of the Dutch Data Protection Act,
when the Dutch Railways sought to offer personalised cards at cheaper rates than anonymous
cards, in order to make use of customer data. The Dutch Privacy Chamber felt that the data
retention approaches and the assumption that customers accepted the terms and conditions
through use of the card were insufficient.”> The Dutch Parliament intervened to ensure that
both personalised and anonymous cards had to be offered at the same price, although anony-
mous cards could not be refunded when lost or damaged.”* Outside the EU, the Identity In-
formation Protection Act creates standards for all government-issued identification documents
that contain RFID tags and helps California residents maintain a level of control, privacy,
safety and security. Cards must be tamper-resistant, undergo an authentication process to pre-
vent cloning and provide information about the technology and the privacy and security im-
plications of the RFID-enabled card. When used in public transport, or if the card confers
some other type of public benefit, the previous three conditions must be met, as well as one of
the following:
(1) a secondary verification and identification procedure that does not use radio waves; (2) a
security protection, such as mutual authentication; (3) a security protection, such as encryp-
tion; and (4) a security protection, such as an access control protocol that enables the holder to
exercise direct control over any transmission of the data using radio waves.”

In Japan, companies dealing with RFID tags and personal information must indicate that a tag
exists on an item, give customers a choice regarding the use of tags, give information on the
social benefits of tags and customer awareness, give information on the “linking of informa-
tion on tags and databases that store privacy information”, restrict information gathering and
uses and ensure the accuracy of information stored on the tags.”®

The use of RFID technologies in Europe is covered by the Data Protection Directive
95/46/EC and the Directive 2002/58/EC on privacy and electronic communications.”” In these
directives, Member States must ensure that the RFID applications used within their borders
comply with data protection legislation, and state that industry should draw up Codes of Prac-
tice which can be reviewed at the national and EU level.”®

Directive 95/46/EC states that:

* Personal data must be processed fairly and lawfully, and the purpose for which the data is
collected must be explicitly specified. Information must also be accurate and up to date.

* Personal data may only be processed if the subject has given his/her explicit consent.

* The following personal data cannot be processed: “ethnic origin, political opinions, religious
or philosophical beliefs, trade-union membership, and the processing of data concerning
health or sex life”, unless it is for a medical reason or some other vital purpose.
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* The data controller must provide the subject with information about the identity of the con-
troller, the purposes of the processing, recipients of the data, etc.

* Subjects have a right of access to their data. They should be told whether data related to
him/her has been processed as well as have a right to correct, erase or block the processing
of their data.”

Although Directive 2002/58/EC outlines a number of guidelines for the providers of com-
munications services, only the following are relevant for RFID-enabled travel cards:
Processing security, where they must ensure that personal data is accessed by authorised
persons only, they must protect data from being destroyed, lost or altered accidentally and
ensure that there is a security policy on the processing of personal data. If an infringement
occurs, service providers must inform the person concerned and their national regulatory
authority.

Confidentiality of communications, where communications made over a public electronic
communications network must be confidential.

Data retention, where traffic and location data must be erased or anonymised when no longer
required for billing purposes, unless consent has been given or in relation to national security
or criminal investigations.

Controls, where Member States must implement a system of penalties, including legal sanc-
tions, if the directive is infringed.'®

Many of the different privacy-enhancing technologies, ethical principles, codes of practice,
industry standards, Member State and other national legislation as well as European Direc-
tives, share some of the same principles and are thus overlapping. There is a clear orientation
towards enabling anonymity, seeking informed consent, providing alternatives and rights of
access. However, these different regulatory mechanisms also make the complexity of the pri-
vacy landscape in Europe in relation to RFID-enabled contactless travel cards apparent. The
following discussion of future-oriented ethical rules or legal regulations attempts to stream-
line, simplify and provide over-arching principles to simplify this regulatory landscape.

2.6 NEED FOR NEW LEGISLATION, CODES OF CONDUCT, ETC. TO
DEAL WITH PRIVACY IMPACTS NOT COVERED BY THE
EXISTING FRAMEWORK AND HOW TO DEAL WITH ETHICAL
ISSUES

While existing controls over privacy protection in relation to RFID-enabled travel cards, in
the form of ethical rules, codes of practice, industry standards and EU and state legislation,
offer individuals some protection over their personal data, it is largely accepted that these cur-
rent rules and regulations are inadequate, especially given the pace of technological change
and expansion of the uses of RFID.

Various researchers have offered their opinions on possible pathways for new rules and regu-
lations to ensure the right to privacy, and the Article 29 WP has also been examining changes
in the rules on RFID systems in depth. Van’t Hof and Cornelissen have posited that a useful
way of considering privacy in relation to the storage and use of personal data could be to con-
sider “identity management”. The notion of identity management would help theorists to

9 Europa, “Protection of Personal Data”, Summaries of EU Legislation, 1 Feb 2011.
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examine the interrelationships between “the owner/maintainer of the RFID environment and
the user of this environment” and how “a person, interacting with an information system, de-
fines what is known and not known about him/her to others using the system and how this
relates to the information known or not known to the persons maintaining the system.”'®' This
would enable a mutual definition of identity. Taking a more specific approach, the OECD
recommends that RFID systems should be transparent about the purpose of processing per-
sonal data and gain the consent of individuals who are affected.'®*

Systems should also include privacy notices that specify the existence of RFID tags, their
content, use and control, the presence of readers in the environment, what they are reading,
how tags can be disabled and where to find assistance.'” Garfinkel et al. discuss an “RFID
Bill of Rights” that includes many of the OECD guidelines as well as the right to “first-class
RFID alternatives”.'™ For example, customers should not lose the right to use particular
roads, products or transportation options if they decline to participate in the RFID pro-

1
gramme.'”

In various Commission and Article 29 WP communications, forward-looking ethical princi-

ples and regulations have been recommended for the use of RFID, which are relevant for

RFID-enabled travel cards. For example, the European Commission recommendation of 12

May 2009 states that RFID operators should minimise the processing of personal data and use

anonymous or pseudonymous data wherever possible, and that operators should assess the

privacy and data protection impacts of RFID applications prior to their implementation.'®

Operators should take appropriate measures to protect privacy, and these measures should be

communicated to the relevant authorities as well as monitored and reviewed during the life-

time of the RFID application.'”” As part of this review of privacy impacts, operators should

designate a person or group of people in the organisation who have responsibility for review-

ing the assessments of privacy impacts, and to evaluate whether the measures in place remain

appropriate for the protection of individual privacy. Finally, “Member States should ensure

that operators develop and publish a concise, accurate and easy to understand information

policy for each of their applications”, that includes:

* the identity and address of the operators;

* the purpose of the application;

* what data are to be processed by the application, in particular if personal data will be processed,
and whether the location of tags will be monitored;

* a summary of the privacy and data protection impact assessment;

* the likely privacy risks, if any, relating to the use of tags in the application and the measures that
individuals can take to mitigate these risks.'®

The Article 29 WP seeks to involve industry and other stakeholders as closely as possible in
the decision-making process about how to balance the benefits of RFID technology applica-
tions. It undertook a large-scale consultation exercise in 2005, and invited industry to propose
measures to address the privacy issues raised by RFID technologies. In 2011, the Article 29
WP issued recommendations based on a revised proposal submitted by industry for a privacy

191 yan’t Hof and Cornelissen, 2006, p. 6.

92 OECD, Radio Frequency Identification (RFID), 2008.
'3 Ibid.

1% Garfinkel, et al., 2005, p. 40.

193 Ibid.

106 European Commission, 2009, p. 48.

"7 Ibid.

108 European Commission, 2009, p. 50.

26



and data protection impact assessment framework for RFID applications and that operators
carry out privacy impact assessments (PIAs) for RFID applications. The working party rec-
ommended that a risk assessment phase begin the process, whereby the operators would char-
acterise the application; identify risks to personal data by evaluating threats, their likelihood
and their potential impact as well as compliance with European legislation; identify and rec-
ommend controls in response to risks identified; and finally, document the results of the
PIA.'” The revised framework also requires operators to consider how third parties may use
the tags, particularly the risks that might arise if tags are carried by persons, as RFID-enabled
travel cards are.''’ There are a number of layers to the revised framework. Specifically, not all
applications of RFID will require the same level of assessment. If individuals simply carry
RFID tags, they will only require a “‘Small Scale PIA’ (level 1)”, while applications which
also process personal data will require a “‘full scale PIA’ (level 2 and 3)”, and applications
where tags are not carried by individuals will not be subject to a PIA.'"

2.7 CONCLUSION

The clear benefits of introducing RFID-enabled, contactless travel cards have driven the ex-
pansion of the market, from a few cities in the late 1990s to many dozens in 2011. Customers,
industry, transportation companies, local authorities and police and security services all ben-
efit from increased efficiency, and less congestion on public transport as well as the informa-
tion collection capabilities that enable refunding, online or mobile top-ups to credit and theft
protection. However, these benefits come with certain, specific risks to privacy, both through
the exploitation of insecurities on cards, chips and back-end systems and the misuse of per-
sonal information. While a number of actors, including operators themselves, have sought to
institute comprehensive protections, the following warning by Nicole Ozer remains appropri-
ate:

The best decisions about privacy and security are also less likely to be made when individuals

are influenced by money and personal relationships. RFID in identification documents is big

money and is expected to grow even larger.... [T]he global market for RFID was $1.94 billion
in 2005 and...will likely reach $24.5 billion by 2015.""

Therefore, both current and future oriented ethical rules and legal regulations are necessary to
protect individual privacy in such an expanding market. The Article 29 Data Protection Work-
ing Party has been working to consolidate various recommendations on the protection of
RFID applications in general, and many of its recommendations are valid for RFID-enabled
travel cards. However, its outputs, in the form of recommendations, are not legally binding.
The European Commission and Member States must work proactively to ensure that transport
passengers’ personal information is protected from unwanted compromise, both through
introducing privacy-enhancing technologies into the systems themselves, through introducing
processes such as privacy impact assessments and through introducing laws and regulations
which make these measures legally binding.
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3.1 INTRODUCTION

This case study focuses on the e-passport from the point of view of RFID technology.

The perspective chosen is the following one: the “hard”, normative choices and discussions
are left for chapter 6. This document acknowledges the reality of the biometric passport and
therefore focuses on how to implement this technology in the best possible manner as far as
fundamental rights are concerned, in particular with respect to data protection principles (and
consequently privacy as well).

After a general introduction on RFID, it introduces and contextualises the introduction of
RFID-enabled passports in response to events in late 2001. The chapter continues by identify-
ing the stakeholders involved in the introduction of RFID enabled passports and their relative
positions, including government stakeholders, international organisations, industry players,
non-government organisations and end users. The next section outlines some potential privacy
infringing issues in relation to RFID enabled passports. These include issues surrounding the
security of the chips and back end systems, data processing operations which threaten pri-
vacy, such as unauthorised reading or clandestine tracking, and the specific privacy violations
which could arise from these data processing operations. This is followed by a discussion of
the ways in which both the e-Privacy Directive and the Data Protection Directive may miti-
gate these privacy concerns. The chapter concludes with a number of recommendations sur-
rounding future-oriented regulatory instruments that could address some of the privacy in-
fringements not currently considered under existing legislation, for example, issues such as
consent, the right to be informed of how data is being processed and rights of access. The
chapter argues that technical solutions such as privacy by design or privacy impact assess-
ments could address some of the potentials for privacy infringement. However, there is a clear
need for technology-specific, tailor made legislation.

3.2 RFID - STATE OF THE ART

RFIDs can be classified as automatic identification (auto-id) systems. The function of such
systems is to provide automatic identification of objects. In this sense, they have been de-
scribed as the new generation of barcodes.''? However, RFIDs have broader functionalities,
like data storage, or computational capabilities (which brings them closer to smartcards).'*
Because of these capacities, RFIDs are considered as the necessary backbone to the “Internet
of things” scenario.

An RFID system is composed of three elements: a RFID tag, a reader, and the backend sys-
tem (i.e., middleware and applications).'"

3.2.1 RFID tags

RFIDs tags are electronic chips (they can be as small as 0.3 mm?®)''® implemented within just
any kind of products and objects. Joint with a thin film antenna, they form a tag that is at-

'3 Spiekermann, Sarah, User Control in Ubiquitous Computing: Design Alternatives and User Acceptance,
Shaker Verlag, Aachen, 2008, p. 56.

""* Henrici, Dirk, RFID Security and Privacy — Concepts, Protocols, and Architectures, Springer, Berlin, 2008,
p-7.

' Henrici, 2008, p. 8.

¢ Speikermann, 2008, p. 55.
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tached to the object within which they are implemented, and which serves to identify the latter
by associating it to its tag number. These tags can be read by RFID readers, which read the
information that is contained in the chip from a distance that varies according to the radio
frequency spectrum used (cf. Infra, RFID reader).'"’

Therefore, RFID tags are constituted by three elements: a chip, an antenna, and the packag-
ing/encapsulation of the two former.''®

Nowadays, RFID tags are composed of semiconductor materials like silicon compounds or
copper, whilst antennas are built from aluminium. Future prospective includes tags being built
out of polymeric or organic materials.'"’

RFIDs can take many forms, but the main taxonomy that can be operated is between active
and passive RFID tags. Active RFID tags can self-initiate the sending of the data they contain
(this 1s made possible because of their own energy source). Passive RFID tags on the contrary
need to be activated by a reader in order to send their data.'*” In other words, passive tags
have no power-supply and communicate with the reader using the energy of the latter,
whereas active tags have their own power source.

There also exists hybrid forms known as semi-active tags, which although having their own
power supply, still use the energy of the reader when communicating with the latter.'*’
Passive and active tags both have their advantages and disadvantages. The advantages of pas-
sive tags include their low price (they are thus more widely spread), their small size, low
weight, and a longer lifetime, since it is not restricted by battery life. On the other hand, active
tags have a wider reading range, and can be used for various applications.'*?

The functionalities of RFID tags will therefore depend upon the passive or active nature of the
chip.

Therefore, besides their traditional function of storing data to be read by readers, RFID tags
can also have computational capabilities, e.g., password check or ciphering algorithms, or
tags with sensors for telemetry-related applications.'*?

3.2.2 RFID readers

RFID readers read the information that is sent by the tag through its antenna (although they
can also send some information to the tags). Furthermore, they are connected to the back-end
system to which they send the information retrieved from the tag. They are composed of an
antenna, a chip, and an interface (which is used to communicate with the back end system).
As mentioned earlier, the power supply of the reader is also used to activate passive tags.
There are two types of readers, stationary readers that are fixed, and mobile readers.'*

RFID tags communicate the information they contain to readers through electromagnetic
means. This entails that no wiring between the two is required, nor a line of sight.'*

"7 Ibid.

"8 Henrici, 2008, p. 9.

"9 1bid, p. 10.

120 peikermann, 2008, p. 56.
12! Henrici, 2008, p. 10.

122 1bid.

' Ibid, pp. 10-11.

124 Ibid, p. 12.

123 Ibid, p. 13.
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Different frequencies are used, depending upon the characteristics of the tags (i.e., ac-
tive/passive), the environment, their use, etc.'?

3.2.3 RFID backend systems and middleware

RFID systems are not only composed of tags and readers. Indeed, readers will query tags for
reading/writing data. However, the data that is read needs to be further processed, whereas the
written data needs to be available. Therefore, an additional element is required: the backend
system.

Backend systems can be divided into two parts: the actual applications software, and the
middleware, which acts as a buffer between the tag-reader unit, and the application software
of the backend system.

Middleware are used to aggregate and filter data, and to provide an open and neutral interface
towards the applications. It can decouple applications and specific tag and reader characterist-
ics (1.e., special protocol, proprietary standards...).

Finally the software application will process the data accordingly.'?’

Although tags and backend systems have different purposes within a RFID system, their role
may overlap as far as the storing of data is concerned. Indeed, there are two possibilities
where tag information can be stored. Either, it can be directly stored on the tag, either, it can
be stored within a backend database. If data is stored in the database, the corresponding tag
needs only to carry a sole information: a unique identifier that is used as a key to the database,
and which thus ultimately links the tag to the relevant data.'”® Both approaches have their
advantages and disadvantages.

3.2.4 RFID functionalities

As an auto-id system, a RFID system is a data processing device. The whole point of the sys-
tem is to transmit information from the tag to the reader, and from the reader to the backend
system. RFID tags can carry any sort of information. For instance, they can carry the date of
manufacturing, minimum durability, batch number, etc.

It can therefore be argued that its core functionality is to identify tags. The identification of
the tag will take place through a query of the reader. However, thanks to its capabilities, RFID
system can be more than an “upgraded barcode”. Indeed, additional information can be asso-
ciated to a tag, as is the case in logistics, with supply-chain of applications that inform about
products’ expiry date, tracking assets, reducing out of stock, etc. One application of particular
interest, which uses associated data, is to give assistance to people. One example is the so-
called “intelligent home” that features smart appliances like a microwave oven that automati-
cally detects how to best cook a certain type of food. Going a step further, exists the possi-
bility of equipping tags with additional information and computational capabilities. This is the
case of tags equipped with sensors, which can be used for telemetry (e.g., monitoring cooling
chains), or tags with geolocation capabilities.'*” Because of these functionalities, RFID goes
beyond than the mere identification of objects, and this entails that tags not only contain in-
formation relating to an object, but also, eventually personal information of individuals.

126 1bid, p. 14.

127 Ivantysynova, Lenka, Ziekow, Holger, “RFID in Manufacturing: From Shop Floor to Top Floor, in Giinther,
Oliver, Wolfhard Kletti and Uwe Kubach (eds.), RFID in Manufacturing, Springer, Berlin, 2008, p. 7.

128 Henrici, 2008, p. 20.

129 1bid, 2008, p. 21.
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It is in this respect that RFIDs are seen as the backbone of the so-called Internet of things
scenario, wherein the Internet not only connects computers and communication terminals, but
also any existing objects.'*” Indeed, as an auto-id system, RFIDs are a means to the digitalisa-
tion o the phenomenal world. As such, they can deliver a whole new range of services and
applications."

Because RFIDs can indeed be used for a whole range of applications, a RFID reference model
has been created, which taxonomizes the different field of applications where RFID can be
used. The main distinction it makes is between application where the tag contains personal

data of individuals, and applications where the tag only contains object information.'**
Reference RFID Application fields Description
A. Logistical tracking & trac- | Identification and location of goods

5 ing (e.g. pallets or containers)
%
o

o0 B. Product safety, quality and | Applications to ensure quality (e.g.
%‘a information sensors to monitor temperature) and
= product safety (e.g. fight against coun-
= = terfeiting)
93 C. Access control and tracking | Single function tags for identification
5 & & tracing of individuals and authorisation applications for en-
8 B tries and ticketing
;*3 = D. eHealth care Systems for hospital administration
s and smart systems to support and
Eo o monitor health status
go é § E. Public services Systems mandated by law or to fulfill
=2 g public duties (e.g. ID-cards, health
= o= insurance cards, road tolling systems)

3.2.5 The e-passport

The e-passport, or Machine Readable Travel Document (MRTD) can be understood as an
application of Identity Management Systems (IMS). IMS can be defined as technical systems
supporting the process of management of identities."”> In this respect and in Europe, e-
passports contain biometric data of individuals that is stored on a RFID chip in the pass-
port.** The e-passports itself thus consists of a contactless microprocessor chip (the RFID
tag) that is laminated into the passport data page or integrated into the passport cover.">> The
main application of RFID in IMS remains for the e-passport, which is for us, maybe the most

139 European Commission, Radio Frequency Identification (RFID) in Europe: Steps towards a policy framework,
COM(2007)96 final, 15 Mar 2007, p. 3.

P bid.

132 Ivantysynova, et al., 2008, p. 10.

133 Meints, Martin, and Mark Gasson, “High-tech ID and Emerging Technologies”, in Rannenberg, Kai, Denis
Royer and André Deuker (eds.), The Future of Identity Systems in the Information Society — Challenges and
Opportunities, Springer, London, 2009, p. 131.

134 Van Lieshout, Marc, Luigi Grossi, Graziella Spinelli, Sandra Helmus, Linda Kool, Leo Pennings, Roel Stap,
Thijs Veugen, Bram van der Waaij and Claudio Borean, RFID Technologies: Emerging Issues, Challenges and
Policy Options, Office for Official Publications of the European Communities, Luxembourg, 2007, p. 191.

135 Finkenzeller, Klaus, The RFID Handbook — Fundamentals and Applications in Contactless Smart Cards,
Radio Frequency Identification and Near-Field Communication, third edition, Wiley, Chichester, 2010, p. 380.
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interesting. But RFID is also used in other ID-cards, such as financial cards, university cards,
driving licences, etc.'*® Biometrics in turn can be defined as the automated recognition of in-
dividuals, based upon biological and/or behavioural characteristics.'>’

Several reasons have been put forward to justify the use of RFID in biometric passports. They
include the fact that it can provide better document security (passport become harder to
counterfeit, it can facilitate the inclusion of biometric data because of the potentially higher
memory capacity of RFID tags, and many members of the UN International Civil Aviation
Organization (ICAO) are adopting it."*® RFID is also more promising because maintenance
cost are lower since the cards are not subject to wear and tear caused by friction when a con-
tact card is inserted into a reader (as opposed to a contactless, RFID card that is read from
distance). Also, according to article 1(2) of the EU Regulation (EC) 2252/2004 on standards
for security features and biometrics in passports and travel documents issues by Member
States, “the data shall be secured, and the storage medium shall have sufficient capacity and
capability to guarantee the integrity, the authenticity and the confidentiality of the data”. In its
Decision of February 2005, the European Commission opted for the RFID, which, according
to the institution fulfilled the criteria of the Regulation."*® Maintenance costs are also lower
since the components can be shielded in a protective case. This in turn, allows for operations
in harsh environments, and longer lifespan.'*’ In addition to that, RFID allows for higher data
rates, and does not require a change of the format of the passport (e.g., credit card format).'*!
Also, RFID technology is much easier to use in the context of passport verification.'** In sum,
RFID seems to be a technology that meets the demands with respect to usability, data ca-
pacity, and performance.'*> However, our following analysis of privacy and security issues of
RFID in the e-passport will mitigate this statement.

E-passport in Europe: present situation

As a result of the US adoption of the biometric passport and its ensuing endorsement by the
ICAO, the EU also resorted to this technology.'**

Different types of EU legislations apply to the e-passport.

First, there exists specific legislation regulating the passport as such. It is composed of the EU
Council Regulation (EC) No 2252/2004 of 13 December 2004 on standards for security fea-

136 van Lieshout, et al., 2007, pp. 189-190.

137 Meints and Gasson, 2009, p. 138.

138 van Lieshout, et al., 2007, p. 194.

1% European Commission, Decision K (2005) 409 of 28 February 2005, of which the French text is available at
http://europa.eu.int/comm/justice_home/doc_centre/freetravel/documents/doc/c_2005 409 fr.pdf. No official
English is text available because the United Kingdom and Ireland have not taken part in the adoption of this
measure.

140 van Lieshout, et al., 2007, p. 191.

'*! Hoepman, Jaap-Henk, Engelbert Hubbers, Bart Jacobs et al., "Crossing Borders: Security and Privacy Issues
of the European e-Passport", in Yoshiura, Hiroshi, Kouichi Sakurai et al. (eds.), Advances in Information and
Computer Security. Proceedings of the First International Workshop on Security, INSEC 2006 Kyoto, 23-24
Oct 2006, Springer, Berlin, 2006, p. 153.

"2 4voine, Gildas, Kassem Kalach, Jean-Jacques Quisquater, “E-passport: Securing International Contacts with
Contactless chips”, Lecture Notes in Computer Science, Vol 5143/2008, 2008, p. 142.

' International Civil Aviation Organisation (ICAO), Technical Report — Biometrics Deployment of Machine
Readable Travel Documents, Version 2.0, 2004, p. 35.

144 All countries part of the Visa-Waiver Program were mandated by the US to adopt the passport. See, Pooters,
1., Keep out of My Passport: Access Control Mechanisms in E-passports, 2008, p. 1. http://www.avoine.net/rfid/
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tures and biometrics in passports and travel documents issues by Member States.'*> This
Regulation established the characteristics of the new EU passport, and the modalities of the
adoption of the document by the Member States, and was to be fully implemented by August
2006. According to the Regulation, the biometric features must comply with the standards
developed by the ICAO in its Document 9303.

It was further refined by two Decisions from the European Commission, namely, the Com-
mission Decision (C(2005)409 of 2005,'*° and Commission Decision (C(2006) 2909 of
2006."*" The first Decision established the technical standards regarding security features and
the use of biometrics of the e-passport. At the time of this decision, the only biometrics used
was the facial image. It also provided for a deadline regarding the implementation of the
document, i.e., 28 August 2006. The second Decision contains additional security standards
and foresees that fingerprints shall be used as an additional biometric identifier in the Euro-
pean e-passport. Its provisions officially entered into force in June 2009.'*®

In other words, EU legislation is limited to the harmonisation of security and biometric fea-
tures. Other issues such as the storage of the biometric data (on-tag or in a backed system)
remains within the competences of the Members States. Article 4 however, concerns the pro-
tection of privacy and personal data of citizens, as it foresees that passport holders have the
right]‘Eg verify the data inserted in their passport, and where appropriate, to rectify/erase such
data.

As far as today, e-passports are being used in all 27 EU member States. Some States have
already started issuing second-generation passports (with fingerprints). This is the case for
Austria, Estonia, Finland, France (2009), Germany (2007), Greece, Hungary (2009), Italy
(2010), Luxembourg, The Netherlands, Poland (2009), Romania (2010), Slovenia, Spain, and
Sweden (2009). It is estimated that in 2009 e-passports accounted for 57% of all passports
issued, and 28% of all passports circulating. This should normally culminate in 2014, where
e-passports will represent 88% of all passports issued (and 80% of all passports circulat-

.\ 150151
ing). 5013

' Council Regulation (EC) No 2252/2004 of 13 December 2004 on standards for security features and biomet-
rics in passports and travel documents issued by Member States, Official Journal, L 385, Vol. 37, 29 Dec 2004,
pp- 0001 — 0006.

1% Commission Decision (C(2005)409 of 28 February 2005 establishing the technical specification on the stand-
ards for security features and biometrics in passports and travel documents issued by Member States.

17 Commission Decision (C(2006) 2909 of 28 June 2006 establishing the technical specifications on the stand-
ards for security features and biometrics in passports and travel documents issued by Member States.

'8 European Commission Joint Research Centre, Security Technology Assessment  Unit.
http://sta.jrc.ec.europa.eu/index.php/technical-challenges-for-identification-in-mobile-environments

149 Article 4(1) states that: “Without prejudice to data protection rules, persons to whom a passport or travel
document is issued shall have the right to verify the personal data contained in the passport or travel document
and, where appropriate, to ask for rectification or erasure.”

130 Acuity Market Intelligence, ePassport Market Adoption to Reach 88% by 2014, 2011, p. 1. http://acuity-
mi.com/PR%20GePPeV%202.pdf

"*! Finkenzeller, 2010, p. 381. See also, European Commission Decision C(2006) 2909 final of 28 June 2006,
annexe, pp. 4-5. http://www.statewatch.org/news/2008/feb/eu-biometric-passports-dec-2006-fr.pdf
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3.3 STAKEHOLDERS AND DRIVERS BEHIND THE DEVELOPMENT
OF THE TECHNOLOGY

3.3.1 Governments

The biometric passport attained worldwide use after the US government started advocating
for its use in the aftermath of the events of 11 September 2001. In the wake of these tragic
events, and of the failed 22 December 2001 attack by Richard Reid (known as the “shoe
bomber”), the US government decided to tackle what appeared to be a problem of effective
immigration management and counter terrorist risk through the use of an information technol-
ogy device: the electronic passport.'>

The biometric passport thus responded to the need to enhance border control in several ways.
As one commentator put it, the e-passport was seen as the answer to the question: How to
mitigate terror threats, manage illegal entry while also attracting visitors?'>®

First, biometric technology was thought of as a means to have more secure identification.
Second, the technology used (both biometric and contactless RFID chips) was conceived as
means to fight against identity theft, passport tampering and forgery.

Finally, the e-passport technology was also understood to be an effective means for identity
control that wouldn’t put at jeopardy the entire Visa Waiver Program, which would have re-
sulted with sever economical losses for the US government.

Finally, the use of automated identity recognition technology also represents savings and eco-
nomic benefits in terms of human investments at borders.'**

All in all, the e-passport can be described as a technological device that offers the possibility
of producing a machine-determinable match between person and document, thereby enabling
for a retooling of the immigration control process, which entails, inter alia, the cutting of costs
in this area.'”

3.3.2 International Organisations

As far as the electronic passport is concerned, International Organisations have played a stan-
dard setting role, especially the ICAO in collaboration with the ISO.

Indeed, the US government, which is at the origin of the introduction of the e-passport, has
called upon the expertise of the ICAO at several occasions.

First, the Patriot Act, although implicitly, mandated to work with the ICAO on meeting the
“internationally accepted standards for machine readability”."*®

But whereas, the Patriot Act only contained a machine-readable clause, the later Enhanced
Border Security and Visa Entry Reform Act (also known as the Border Security Act) of 2002
provided for the use of the biometric passport. As a matter of fact, the Act foresees that e-

passports must be “tamper-resistant and incorporate biometric and document authentication

132 Bronk, Christopher, Innovation By Policy: A Study of the Electronic Passport, 2007, pp. 4-7.

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1557728
153 Ibid. p. 9; van Lieshout et al., 2007, p. 197.

'** Bronk, 2007.

'3 Bronk, 2007, p. 18.

136 Ibid., p. 22.

38



identifiers that comply with applicable biometric and document identifying standards estab-
lished by the International Civil Aviation Organization”."”’

In other words, the Border Security Act required the creation of a new technical standard,
incorporating a mechanism for passing biometric information from the passport of a foreign
country to a computerized machine. This required new technical standards that would be fixed
by the ICAO, in collaboration with the ISO, and the US government. Indeed, the U.S. State
Department has worked in close collaboration with the ICAO (and has relied upon the latter)
in order to set both the standard for biometric component for electronic passports (i.e.,
MRTDs), and the standards of the microchip wherein these biometric components would be
embedded."*®

In its 2002 Berlin Resolution, the ICAO’s New Technologies Working Group (NTWG) en-
dorsed facial recognition as the biometric identifier (although it didn’t preclude from the use
of other biometric elements, such as fingerprints, cf. the EU e-passport). For the format of the
facial image, the NTGW selected the ISO 10198 Standard, commonly referred to as the JPEG
format. As far as the microchip is concerned, the ICAO has opted for RFID contactless tech-
nology, in conformity with the ISO 14443 standard.'”

3.3.3 Industry Players

Corporate players are an important driver behind the biometric passport as it represents a sub-
stantial market.

For instance, in the United Kingdom, IBM and CSC were awarded the contracts to run some
of the technology underpinning the government’s biometric passport scheme. IBM was
awarded a £265m contract to craft and run the national database containing fingerprints and
facial images. Equally, CSC was awarded a £385m contract.'®

The French Germalto Corporation is another important economic player in the e-passport
market. Smartcard constitute its core business (it is said to be the market’s world leader) and a
third of its activities are devoted to security, and more specifically, to electronic passport and
Identity Management.'®" It has implemented the electronic passport in many countries, among
which, Denmark, the United States, France, Norway, Poland, Portugal, the Czech Republic,
Russia, Singapore...'®

3.3.4 Non-Governmental Organisations

Just as with any other public policy issue, Non Governmental Organisations (NGOs) are an
important stakeholder. In the debate surrounding the biometric passport, they have voiced
much criticism against the electronic passport. For instance, civil society organisations have
criticised the electronic passport concerning its security and privacy features. The American
Civil Liberties Union (ACLU) has underlined flaws in its protection from monitoring, replica-
tion and manipulation.'®® This advocacy work has been so successful that it has led the ICAO

137 US Congress, Enhanced Border Security and Visa Entry Reform Act of 2002, Public Law 107-173, 107th
Congress, 2nd Session, 14 May 2002.

1% Bronk, 2007, pp. 23-24.

19 1bid., 2007, pp. 25 & 32.

160 Espiner, Tom, “IBM, CSC win ID card biometrics contracts”, ZDNet, 7 April 2009.
http://news.zdnet.co.uk/security/0,1000000189,39637650,00.htm

'*I'Le Point, “Gemalto™, 25 September 2008. http://www.lepoint.fr/archives/article.php/277010

192 PR Newswire Europe, “L'Etonie retient Gemalto pour sa solution de passeport électronique”, 2011.
http://www.prnewswire.co.uk/cgi/news/release?id=182028

163 See, Schneier, Bruce, “The Id Chip You Don’t Want to see in Your Passport”, The Washington Post, 16 Sept
2006.
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to change its position on the cryptography of passports. Whereas it first deemed cryptographic
devices unnecessary, the security shortcomings outlined by Civil Society Organisations have
convinced it to incorporate some basic security features, including electronic signature, cryp-
tographic mechanisms such as the Basic Access Control (BAC), and a so-called Faraday
Cage, that is, a metallic shielding imbedded in the passport cover and designed to protect if
from electronic eavesdropping.'®

3.3.5 End users
End users might benefit from the e-passport in several ways.

One of the most frequently cited benefits that users might get from the biometric passport is
convenience. Indeed, users, and especially those benefiting from a Visa Waiver, will see their
waiting time at border control shrink, thanks to the contactless RFID technology embarked in
the passport. This was for example the case in Malaysia, where it was possible to clear a pas-
senger in 15 seconds, without the need for human intervention.'® The amount of saved time
during border control becomes thus considerable.'®

E-passports are also convenient as they are seen as a milestone device in enabling a whole
range of e-services (amongst which e-government but not only) to be offered to citizens. In-
deed, e-passports would bring more trust, easy access, or convenience. In this respect, they
would certainly contribute to creating a better-integrated European information society.'®’

Furthermore, and as mentioned earlier, governments have resorted to e-passports as a tool to
fight against passport forgery and the resulting identity theft. This is also of great advantage to
users. Because modern, non-biometric passports are hard to forge, criminal organisations do
not even try such fraud, but instead collect large numbers of genuine passports, and pick one
that shows a reasonable resemblance to a member that needs a new identity. Similarly, pass-
ports are sometimes borrowed for illegal border crossing, and later returned to the rightful
owner.

The original aim of the use of biometrics in travel documents is thus to combat “look-alike”
fraud. Hence the emphasis is on biometric verification.'®® Hence, passport forgery becomes
more difficult because of the technical characteristics of the passport, and because the bond
between the passport and the document holder is strengthened.'®

However, there are also some disadvantages attached to the use of the biometric passport. One
of them 1is the price of the item. Indeed, the introduction of electronic passports represents
additional costs for citizens. In the United Kingdom for example, it has represented an esti-
mated cost for the government (and hence taxpayers) of more than £5.6 billion over next 10
years (period 2007-2017)."" Equally, the price for buying the passport has substantially in-

1% Bronk, 2007, pp. 30-31 and 35.

15 Ibid., p. 20.

1% Gipp, Béla, Jéran Beel, and Ivo Réssling, ePassport: The World’s New Electronic Passport, 2007, p. 11.
www.epassport-book.com

'7 van Lieshout et al., 2007, p. 197.

'8 Hoepman et al., 2006, p. 153.

' Gipp, et al., 2007, p. 11.

170 BBC News, “ID card scheme ‘to cost £5.6bn’”, 8 Nov 2007.
http://news.bbc.co.uk/2/hi/uk_news/politics/7084560.stm; The Guardian, “Cost of ID cards rockets by £840m”,
10 May 2007. http://www.guardian.co.uk/politics/2007/may/10/idcards.immigrationpolicy
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creased in comparison to its former (paper) version, reaching costs that have been described
by many as being excessive.

But the main disadvantage associated to the e-passport for end-users certainly lies in the many
security flaws and consequent privacy infringements.

3.4 PRIVACY AND SECURITY ISSUES

In the framework of RFID, and more specifically of the biometric passport, there are several
data processing operations that threaten the privacy of individuals in different ways, and relate
to different kinds of privacy. As a matter of fact, some of these operations are made possible
because of shortcomings in the security of e-passports, such as cryptographic and digital sig-
nature weaknesses, or the vulnerability of protection devices such as the Faraday Cage.

The chosen perspective is the following one: the security and privacy threats will be analysed
in the light of the e-passport primarily understood as an RFID device.

3.4.1 Shortcomings in the security of the passport

As aforementioned, initially no security devices were foreseen re the biometric passport until
Civil Society Organisations raised awareness among the ICAO concerning the threats to
which the passport could be exposed (cf. supra, Non Governmental Organisations).'’> Conse-
quent%, the ICAO developed some protection mechanisms to be implemented in the docu-
ment.

E-passports now feature a digital signature. According to this mechanism, authorised entities
that also produce the passport (e.g., printing companies) use a secret code for electronically
signing the document. Equally, a public code is used to verify the authenticity of the elec-
tronic document. The country’s certification authority issues this code.'"

In addition to the electronic signature, the ICAO has introduced a series of optional crypto-
graphic measures, the best-known being the Basic Access Code (BAC).!”

Passive authentication allows the reader to verify the authenticity of the data stored in the
RFID tag.'”® Active authentication prevents the copying of the microprocessor through the
use of a Private Key: the passport proves that it possesses the Key, which is stored in a secure
memory.'”” For the second generation of passport that contain additional biometric informa-
tion (i.e., fingerprints), the ICAO has recommended the recourse to Extended Access Control
(EAC), but has not standardized it yet. The European Union has pioneered this mechanism,

17 Le Point, “Le prix des passeports pourrait augmenter”, 3 Oct 2008.
http://www.lepoint.fr/archives/article.php/279393; Le Point, “Le passeport biométrique, une manne pour I’Etat”,
1 July 2010. http://www.lepoint.fr/societe/le-passeport-biometrique-une-manne-pour-l-etat-01-07-2010-
1209696 23.php; The Guardian, “Cost of ID card and passports rises to £100”, 9 Nov 2007.
http://www.guardian.co.uk/uk/2007/nov/09/idcards.politics.

172 Meingast et al., 2007, p. 44.

' Bronk, 2007, pp. 30-31.

' Finkenzeller, 2010, pp. 381-382.

'7> The BAC has however been implemented in most, if not all, e-passports.

176 Pooters, 2008, p. 4.

177 Pooters, 2008, p. 5.
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and has released a first version in 2006."”® The BAC is an encryption scheme designed to
permit the transmission of data only to an authorised reading device. In order to communicate
with the passport, the reader needs a key to access the information on the tag. Once it has es-
tablished a communication with the RFID, the ensuing reading of information is encrypted.
This requires that the passport must be intentionally shown and read before access to the tag is
allowed.'” BAC is meant to prevent passport reading without the holder’s involvement, i.e.,
mainly skimming and eavesdropping.'®’

Unfortunately, gaps have been discovered in these protection mechanisms. IBM researchers
have determined that the digital signature regime would make counterfeiting actually... easy.
Indeed, it is possible for a forger to splice together a valid electronic signature with false iden-
tity information and biometric components.'*'

As far as the BAC is concerned, a Dutch computer security expert discovered that the pass-
port encryption scheme of his country could be defeated in less than two hours by a personal
computer generating all possible key sequences, and that the RFID chip could be cloned using
the same process.'**

Equally, German Security consultant Lukas Grunwald famously managed to clone a chip, but
was not however able to clone the data stored on it in an undetectable manner.

In addition to that, another security mechanism was foreseen: a Faraday Cage, i.e., a metallic
shield to the cover of the passport to prevent skimming and other unauthorized data process-
ing operations.'™’

The idea behind the Faraday Cage is to prevent the unauthorised reading of e-passports
through the use of a passport cover that is made of opaque, Radio Frequency blocking materi-
als (e.g., aluminium fibre).

Hence, the only way to access the information protected by a Faraday Cage is to, literally,
open the cage that is opening the passport. The catch faced by the Faraday cage lies in the
following observation that even though it shields the passport against illegal data processing
operations, it becomes inefficient in case of legitimate querying. Indeed, Faraday cages do not
prevent eavesdropping on legitimate conversations between readers and tags. Nonetheless,
they constitute an effective method for reducing the opportunity for unauthorised reading of
the passport at times when the holder does not expect it.

Furthermore, the relevance of these measures over time needs also to be asked. Indeed, some
players have already voiced out concerns over the fact the cryptographic measures do not pos-
sess the desired long-term security (their validity is estimated to a maximum of 10 years).'™

'""Bundesamt fiir Sicherheit in der Informationstechnik, Technical Guideline TR-03110. Advanced Security
Mechanisms for Machine Readable Travel Documents, Extended Access Control (EAC), Version 1.00, Germany,
2006.

' The zone that will be read is known as the Machine Readable Zone (MRZ). It is a special area of the passport.
'8 pooters, 2008, pp. 5-6.

181 K¢ and Krager, “IBM Research Report”, p. 6, cited in Bronk, 2007, p. 31.

'82 Witteman, M., “Attacks on Digital Passports”, What the Hack Conference, Liempde, The Netherlands, 27
July 2005, cited in Bronk, 2007, p. 31.
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'8 Juels, A., D. Molnar, and D. Wagner, "Security and Privacy Issues in E-passports", in Security and Privacy
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Finally, some e-passports’ RFID chips do not store any personal information, but simply a
code or serial number, which will be used by the reader to call up the relevant information
that is stored in a database.'®® This might eventually be helpful in preventing skimming, but it
is not able to counter other threats such as clandestine tracking (cf. infra, 3.2.2). Furthermore,
this solution has the “defects of its advantages” because it entails storing vast amounts of
highly sensitive personal information in a unique database. This is the very reason why some
authors have recommended that biometric data is one of the rare cases where personal infor-
mation should be stored on-tag.'®’ The problem of storing the information either on-tag or
within the database is particularly acute in the e-passport debate, given the biometric nature of
the information to be stored.

3.4.2 Security threats/data processing operations that threaten the privacy

The very characteristics of the e-passport present new risks in terms of security, and hence
privacy.

First, the RFID tags are permanently embedded in the passport, which in turn is an artifact
that individuals are likely to carry with them in quite a big number of occasions, making the
tag ever present or ubiquitous. This can be further dangerous if one keeps in mind that the
data stored on the chip is static (some of it will never change), sensitive personal information
(personal data such as name and address, but also biometric information). Third, the RFID
nature of the passport may sometimes escape to the attention of the holder, and the latter may
not be signalled that the RFID chip is being read, and by whom. Finally, because of the
aforementioned characteristics, unauthorised reading may take place in public space, and
without the holder knowing it.'™®

Because e-passports rely upon RFID technology, they present some risks that can be com-
monly found in many (if not all) RFID devices. However, they also feature specific risks.

From a privacy viewpoint, the security of RIFD systems is very important, and it can be ar-
gued that security and privacy are two faces of the same coin. Indeed, security flaws will al-
low for unlawful data processing operations, which will result with privacy threats for users.

Several security (and privacy) threats need be mentioned.
Unauthorised reading/scanning

Reading e-passports unauthorised can be undertaken through clandestine scanning. This threat
is serious, especially in the light of the security and cryptographic weaknesses of the passport.
Consequently, biometric passports can easily be subjected to short-range clandestine tracking
(up to a few meters),'™ with the ensuing leakage of biometric information and of other per-
sonal data contained in the document.'’

'% van Lieshout et al., 2007, p. 197.

'87 Henrici, Dirk, 2008, p. 21; see also Hornung, G., The European regulation on Biometric Passports: Legisla-
tive Procedures, Political Interactions, Legal Framework and Technical Safeguards, 2007, p. 4.
http://www.law.ed.ac.uk/ahrc/script-ed/vol4-3/hornung.asp

188 Meingast, et al., 2007, p. 36.

"% The range of the chip is purposefully limited to a few centimetres. However, it is possible to extend it up to a
few meters with an appropriate device.

%0 Juels et al., 2005, pp. 76-78.
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Clandestine tracking

Because the RFID standard for e-passport is a passive one (cf. ISO 14443), passports’ tags
will emit the ID chip on protocol initiation coming from any reader (since this operation does
not require authentication). Since each passport carries a unique identifier, clandestine track-
ing is thereby made possible by reading this single information, storing it, and following its
signal. This operation will enable the tracking of the RFID tag, and hence, of the individual
carrying it."”! Therefore, using the passport’s unique identifier, it is possible to track the
movements of the passport holder by repeatedly querying the passport.'*

Cloning

Fourth, cloning of RFID can also happen, i.e., making an identical clone of the chip contain-
ing the passport information. The clone can be later used in place of the original, and without
the user’s knowledge.'”?

Skimming and Eavesdropping

Fifth, skimming and eavesdropping consists in the interception of the information contained
in the chip, while the latter is communicating this information to an authorised reader.
Because of the aforementioned characteristics of the e-passport, the danger of these threats
becomes more important. For instance, because of the permanent embeddedness of tags, the
latter cannot be temporarily removed in order to avoid such threats.'” Because of its passive
nature, eavesdropping is particularly problematic.

Hotlisting

Hotlisting consists in building a database of all the available information concerning an indi-
vidual, such that when an identifier is detected it can be linked to all the other information
available concerning this particular individual.'®

Back end system violations

It is important to keep in mind the structure of the RFID infrastructure. Personal information
can either be read directly from the tag, or also from the back-end system.

Access to the database where the biometric and other personal information is stored also
raises issues of privacy and data protection. The point here is less about the security of the
tag, than of the protection of the databases where biometrical information might eventually be
stored.

! Tbid.

"2 In practice, the use of a Faraday cage will make tracking very difficult or impossible. Indeed, it would only be
possible to track the information when the Cage is open, that is, for legitimate querying operations. On the other
hand, legitimate information retrieval operations will not solely take place in airports. This will be the case when
checking in a hotel for instance. Although the information is not read through an electronic device, the passport
needs still to be opened, and hence the Faraday cage as well.

' bid.
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3.4.3 Privacy violations

The different data processing operations that have been outlined above, will result in in-
fringement upon the privacy of citizens. Determining how these practices infringe upon the
privacy if citizens, or, in other words, determining what type of privacy is at stake by these
operations, is the goal of the following section.

Concern of one’s personal information to be accessed without one’s knowledge and consent —
being transparent.

People fear that some of their information might be continuously observed, without their per-
mission or knowledge. They fear to be observed, permeated, and assessed without discon-
tinuity, thereby becoming transparent. This implies that citizens want to have some control on
the information that is read out (at distance) from them (or from their belongings, and that
concerns either these belongings or themselves).'*® Citizens’ autonomy is eroded as they have
very little control on who is able to access their information that is contained into the RFID
tags they are carrying.

This is maybe the biggest threat that results from the information security issues of the e-
passport. Indeed, because of its security flaws, the e-passport makes it possible for unauthor-
ised third parties to read the biometric information contained in the tag without the user’s
knowledge or consent. Hence, the latter can become totally transparent to individuals whose
existence he is not even aware of.

This has raised fears among privacy advocates, as Bruce Schneier asserted that “Your passport
information might be read without your knowledge or consent by a government trying to track
your movements, a criminal trying to steal your identity or someone just curious about your
citizenship.”"”’

Concern for power inequalities

Because RFID systems allow for possibilities of non-stop observation and collection of data
(cf. previous point), citizens also fear the consequences of such processes, 1.e., the accumula-
tion of data to which these practices lead might be used to accumulate knowledge about indi-
viduals.'”®

The fear is not only of becoming transparent to others (cf. previous point), but also the corre-
lative consequence: the reader is opaque to the transparent person. There is therefore a fear of
the power shift between the reader and the read.

But, not only are citizens afraid of power shifts, but also of the following operations that data
processors can do with their information. In particular, the fear the reduced judgements that
the actor in situation of superiority might make about them, and which would definitely cate-
gorize them without further possibilities of redemption. These very clear threats to autonomy
can occur in situations of data mining and profiling."”

Concern to be followed (i.e., tracking)

1% Spiekermann, 2008, p. 66.

17 Schneier, 2006.

18 Spiekermann, 2008, p. 67.

19 Van Lieshout et al., 2007, p. 124; Meints and Gasson, 2009, p. 142.
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Another use of their data being read that citizens fear is that object information can be read
out and used to create movement profiles of their own whereabouts, since the latter could be
deduced from the movements of the objects they own. This fear is not expressed in absolute
terms however. According to a survey undertaken by Spiekermann, there are zones where
citizens deem it legitimate to be tracked (i.e., in a shop), but as soon as the tracking concerns
their “private territory” it becomes illegitimate to their eyes.”” This can be understood as a
violation of privacy of location and space.

Furthermore, identity theft is another risk.
3.4.4 Privacy and securities issues with the e-passport: some additional thoughts

In the preceding paragraphs, we have discussed the practices that threaten the security of the
e-passport, and hence, the privacy of its users. These observations should trigger some reflex-
ions on the desirability of the e-passport, at least in its current version.

Indeed, many observers and stakeholders have pointed out the fact that the whole process may
have been rushed for reasons of political agenda, whilst the pace of technological progress
may not yet have been appropriate.”’’ Such a conclusions could be drawn from the fact that
although compelled by the 2002 e-government act to undertake a full scale Privacy Impact
Assessment regarding the implementation of the e-passport, the US government authored in-
stead a PIA that fell well below the requirements, and that neither identified nor addressed
issues of security and privacy triggered by the use of RFID technology.”®* In this respect, it is
tempting to speculate over the influence the industry lobby has had over rational discourses
on technical feasibility.”*®

But worse fears have also been raised as to the consequences of the inappropriateness of this
technique, which may in fact not work and would at best provide no enhancement of identity
and border control.***

One of the risks identified by Juels et al. is the overreliance upon automated authentication
processes. This is already the case at the Kuala-Lumpur airport where Malaysians citizens
present their e-passport to an “AutoGate” that identifies them without recourse to any human
agency. If the fingerprints presented to the “AutoGate” match those contained in the e-
passport, the gate opens and they are allowed forward. The lack of human oversight, espe-
cially in the light of the numerous existing threats might be perceived as facilitating the condi-
tions for passport forgery and identity theft.”*

From a biometrical point of view, the efficiency of resorting to identification through photo-
graphic characteristics remains very much disputed, and it poses many problems to say the
very least.”*

Moreover, even though governments decided to reconsider the security measures of the bio-
metric passport after pressures from the civil society, the measures chosen are not the pana-
cea. Indeed, we have seen above the many cracks and weaknesses both in the Faraday Cage

290 §pickermann, 2008, p. 68.
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and in the BAC. Plus, the American Department of Homeland Security has itself considered

that the digital signature system used for encryption purposes could be potentially disas-
207

trous.

More fundamentally, one can wonder whether RFID appears as the appropriate technology
for purposes of e-ID, as well as the appropriateness of biometric technology for identification
purposes. Indeed, because of the great risks that it presents, it remains questionable whether
the benefits of using an electronic passport could have been obtained with a different technol-
ogy than RFID. As the US Department of Homeland Security has written, “for applications
related to human beings, RFID appears to offer little benefit when compared to the conse-
quences it brings for privacy and data integrity. Instead, it increases risks to personal privacy
and security, with no commensurate benefit for performance or national security.”**® This is
especially true with regards to the RFID standards chosen, which are passive, and can be
cracked more easily. In this respect, it is intriguing to notice that the security and encryption
measures put in place require (e.g., BAC) require visual scans of the passports’ data page in
order to function correctly, thereby making one of the main advantages of the RFID passport
(i.e., convenience and efficiency, especially at entry points) irrelevant.”*

All in all, it seems that most of the promised advantages of the e-passport (i.e., better passport
security, more convenience of use...) have been torpedoed by technical shortcomings, and
dangers for the privacy and security of individuals. One can then wonder what exactly we
have gained from the deployment of the e-passport, and it is maybe no wonder that, at the
time of its deployment, qualified as a “loser system” by the journal of the largest US profes-
sional organisation of electrical engineering professionals and academics.*'’

3.5 EXTENT TO WHICH THE EXISTING LEGAL FRAMEWORK
ADDRESSES THE PRIVACY IMPACTS

In this section we will try to determine whether the existing legal framework is able to cope
with the privacy violations that can result from the use of RFID in the e-passport. Therefore, it
is necessary to understand whether the data protection and privacy legal framework can effec-
tively tackle the issues at hand (provided it applies to them), and whether new instruments are
eventually needed.

Indeed, the e-passport can also be legally analysed as RFID devices that process very sensi-
tive personal information (i.e., biometric data). In this respect EU legislation on privacy and
data protection should apply to it.

The European framework for the protection of privacy and data protection is constituted of
several instruments.

27 Ibid. p. 37.

2% Department of Homeland Security, Emerging Applications and Technology Subcommittee, The use of RFID
for human identification — version 1.0, 2006.
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210 «pagsport to Nowhere: the Radio-Tagged Biometric Passport Won’t Faze Industrious Terrorists”, IEEE Spec-
trum, January 2005, p. 55.
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At Treaty level it is constituted of the Charter for Fundamental Rights, which protects both
the right to privacy and data protection in its articles 7,°'" and 8.%'* Article 16 of the Lisbon
Treaty also contains a general provision on the protection of personal data,”"* whilst article 8
of the E;lll;opean Convention of Human Rights of the Council of Europe protects the right to
privacy.

As far as data protection legislation is concerned, two Directives are concerned: Directive
95/46/EC known as the Data Protection Directive,ﬂ5 and Directive 2002/58/EC known as the
e-privacy Directive.*'®

In other words, the issue at hand is the following one. In the preceding section, we have seen
that the privacy of individuals can indeed be violated through the use of the e-passport. Inter-
estingly enough, we have noticed that most of the potential privacy violations result from il-
legal data processing operations undertaken by third parties, the latter being made possible by
the several security weaknesses of the device. In other words, what is at stake is an issue of
information security, and the correlative privacy violations that may occur.

Therefore, the aim of this section is to determine whether the existing privacy and data protec-
tion legal framework is able to cope with these risks, and if not, what eventual changes would
be required.

3.5.1 Applicability of the e-directive

As a preliminary point, we will examine the applicability of the e-privacy Directive, which
is an application of the data protection principles to the electronic communication sector.
Indeed, this Directive contains a provision on data breaches that can be of interest in the
context of information security management. According to the Directive, a data breach is
“a breach of security leading to the accidental or unlawful destruction, loss, alteration, un-
authorised disclosure of, or access to, personal data transmitted, stored or otherwise pro-

211 Article 7 of the Charter states that “Everyone has the right to respect for his or her private and family life,

home and communications”.

212 Article 8 states that “1. Everyone has the right to the protection of personal data concerning him or her. 2.
Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned
or some other legitimate basis laid down by law. Everyone has the right of access to data which has been col-
lected concerning him or her, and the right to have it rectified. 3. Compliance with these rules shall be
subject to control by an independent authority.”

213 Article 16 of the Lisbon Treaty states that “1.Everyone has the right to the protection of personal data con-
cerning them. 2.The European Parliament and the Council, acting in accordance with the ordinary legislative
procedure, shall lay down the rules relating to the protection of individuals with regard to the processing of per-
sonal data by Union institutions, bodies, offices and agencies, and by the Member States when carrying out ac-
tivities which fall within the scope of Union law, and the rules relating to the free movement of such data. Com-
pliance with these rules shall be subject to the control of independent authorities.

The rules adopted on the basis of this Article shall be without prejudice to the specific rules laid down in Article
39 of the Treaty on European Union.”

1% Article 8.1 states that: “Everyone has the right to respect for his private and family life, his home and his
correspondence.”

13 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data, Official Jour-
nal, L 281, Vol. 31, 23 Nov 1995, pp. 0031 — 0050.

1% Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the process-
ing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy
and electronic communications), Official Journal, L 201, Vol. 45, 31 July 2002, pp. 0037 — 0047, amended by
Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009.
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cessed.””!” Furthermore, it is also provided that notification to individuals will be required
if the data breach is likely to adversely affect their personal data or privacy, as in the case
of identity theft.?'® The protection against data breaches is part of a broader obligation to
guarantee the right to confidentiality of electronic communication networks, that is, ensur-
ing they will not be eavesdropped, tapped, or whatsoever.*"

Recital 56 of Directive 2009/136/EC of 25 November 2009 amending the e-privacy direc-
tive expressly provides that it applies to RFID,**’ as well as the article 3 of the amended
Directive.”!

However, and unfortunately, the scope of the e-privacy Directive remains very limited, as
it applies solely to the processing of personal data in connection with the provision of pub-
licly available electronic communication services in public communication networks. Con-
sequently, the vast majority of the current FRID applications fall only under the scope of
the Data Protection Directive, as RFID does not need to make use of a public available
network in order to establish communication, and such is the case for the e-passport.”*

Given the inapplicability of the e-privacy directive, one needs to turn towards the data protec-
tion directive, which is the cornerstone piece of legislation of the EU privacy and data protec-
tion legislative framework.

3.5.2 The Data Protection Directive
Applicability of the Directive
A preliminary question that needs to be answered is that of the applicability of the Directive.

Indeed, the Data Protection Directive solely applies to the processing of personal information,
which according to its article 2(a), mean any information relating to an identified or identifi-
able individual. Hence the question as to whether the information carried on by RFID systems
can qualify as personal data. As usual the answer will vary according to the type of data en-
shrined in a particular RFID tag.

In its opinion 4/2007, the Article 29 Working Party has attempted to clarify the situation.

The Working Party agrees that any information means both objective and subjective informa-
tion, it includes any sort of information (e.g., family life, social conducts etc...), including so-
called sensitive data (cf. art. 8 of the Directive). Also, the information can be of any format,
such as graphical, alphabetical, or photographical data. Biometrics is also considered as per-
sonal information.**?

17 Article 2 (h).

*1% Article 4.3.

219 Kruse, Andreas, Camino Mortera-Martinez, Véronique Corduant, Deutsche Post AG, Sebastian Lange and
Pleon GmbH, “Work Package 5 — The Regulatory Framework for RFID”, CERFID project, 2008, p. 45.
www.rfid-in-action.eu/

220 Recital 56 states that: “(...) When such devices [RFID are connected to publicly available electronic com-
munications networks or make use of electronic communications services as a basic infrastructure, the relevant
provisions of Directive 2002/58/EC (Directive on privacy and electronic communications), including those on
security, traffic and location data and on confidentiality, should apply.”

22! Article 29 Data Protection Working Party, Opinion 2/2008 on the review of the Directive 2002/58/EC on
privacy and electronic communications (ePrivacy Directive), WP 150, adopted on 15 May 2008, p. 5.
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2008/wp150_en.pdf

222 Kruse et al., 2008, p. 88.

22 Article 29 Data Protection Working Party, Opinion 4/2007 on the concept of personal data 4/2007, WP 136,
20 June 2007. http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf
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Furthermore, the information can relate to the individual either directly, or indirectly. Indirect
personal information is especially important in the case of RFID, as in many cases, RFID tags
do not contain personal information as such, but can nonetheless be linked to the individual
behind the tag. Therefore, and following this distinction, the Article 29 Working Party con-
siders that a data can relate to an individual, under three non-cumulative criteria have to be
used: content, purpose, or result. Either the content of the data is about a person, either the
information is not about a person but is used with the purpose of taking actions on this person,
or either the information, although not about the person, can be used with an impact on this
person.

As a matte:2r2 4of fact, the extent of what can be an identifier has to be examined on a case-by-
case basis.

In addition to this, the person needs to be identified or identifiable, that is, when, although the
person is not identified yet, it is possible to do s0.”* In order to determine whether a person is
identifiable or not, Recital 26 of the Directive provides that “whereas to determine whether a
person is identifiable, account should be taken of all the means likely reasonably to be used
either by the controller, or by any other person to identify the said person.”**®

The criterion of all the means reasonable should take into account all the means that are con-
crete and not include a mere hypothetical possibility. Moreover, the Art.29 WP takes a prag-
matic approach by stressing that this criterion should take all the factors at stake into account.
This includes the cost of conducting the identification, the intended purpose, the way the pro-
cessing is structured, the expected advantages, the interests at stake for the individual, the
risks of organizational dysfunctions (e.g., breaches of confidentiality duty), and technical fail-
ures. Furthermore, the test should take into account the real-time level of technological devel-
opment. Special importance must be given to the purpose of the data controller.””’

In the case of RFID, the Art.29 WP distinguishes between tags containing personal informa-
tion, tags storing information related to personal data, and tags that store “non-traditional”
identifiers but that can potentially enable tracking and tracing of people. In addition, other
types of tags might not contain personal information at all.

The biometric passport belongs to the first category, as the chip stores biometric data as well
as information data. Even, when the tag contains only a unique identifier, the tag can always
be combined with the back-end database where the personal information is stored. Therefore,
it can be concluded that biometric passports fall under the Data Protection legislation.**®

Data protection Principles
Given that the RFID applications enter indeed in the scope of the Data Protection Directive, it
remains to be seen whether the principles contained therein can be instrumental in addressing

the information security issues encountered earlier on.

Indeed, the Directive contains several milestone principles that have contributed to establish it
as the benchmark data protection instrument.

24 Ibid., p. 12.

>%3 Ibid.

2® Emphasis ours.

227 Article 29 Data Protection Working Party, op. cit., 2007.
28 Ibid.; Kruse et al., 2008, pp. 76-78.
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First, there are the principles concerning the manner in which the processing must be con-
ducted: they include the purpose specification principle, and the data quality principle.**’
Second, there are the legal grounds for processing. The processing of personal data will be
deemed as legitimate insofar as it meets one of the legitimate processing aims laid down in
article 7 of the Data Protection Directive, mainly, either the realisation of a legitimate aim
pursued by the data controller, either the data subject has given his/her free and unambiguous
consent.”’

Third, the Data Protection Directive grants different subjective rights to data subjects,
amongst which, the right to be informed, to access the data, to rectify it, and to object the pro-
cessing.”’

Finally, security of the processing must be guaranteed through appropriate technical and or-
ganisational measures.”*

The question is therefore the following one: would the application of the relevant provisions
of the data protection directive be able to mitigate the security flaws. Answering this question
entails answering the following question: can the Directive and its principles be applied to
RFID applications, and if so, how?

Indeed, as part of the ICT revolution, RFID have come along with a new set of technology
deriving risks, which the current legal framework had not foreseen at the time of its entry into
force. Therefore, and although the principles contained in the data protection directive are still
valid, the fact remains that there are some gaps in the actual legal framework as to its applic-
ability to RFID applications.**”

2 Article 29 Data Protection Working Party, Working Document on data protection issues related to RFID
technology, WP 105, 19 Jan 2005, p. 9.
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2005/wp105_en.pdf

2% See Gutwirth, Serge, Privacy and the Information Age, Rowman & Littlefield, Oxford, 2002, pp. 98-99.
Article 7 states that: “Member States shall provide that personal data may be processed only if: (a) the data sub-
ject has unambiguously given his consent; or (b) processing is necessary for the performance of a contract to
which the data subject is party or in order to take steps at the request of the data subject prior to entering into a
contract; or (c) processing is necessary for compliance with a legal obligation to which the controller is subject;
or (d) processing is necessary in order to protect the vital interests of the data subject; or (e) processing is neces-
sary for the performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller or in a third party to whom the data are disclosed; or (f) processing is necessary for the purposes
of the legitimate interests pursued by the controller or by the third party or parties to whom the data are dis-
closed, except where such interests are overridden by the interests for fundamental rights and freedoms of the
data subject which require protection under Article 1 (1).”

BUArt. 10, 11, 12.

22 Art. 17,

3 See, Article 29 Data Protection Working Party, 2005, p. 2; EDPS, Opinion on promoting trust in the Informa-
tion Society by fostering data  protection and privacy, 18 March 2010, p. 2.
http://www.edps.europa.et/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2010/10-
03-19_Trust Information_Society EN.pdf See also, Article 29 Data Protection Working Party and Working
Party on Police and Justice, The Future of Privacy Joint contribution to the Consultation of the European Com-
mission on the legal framework for the fundamental right to protection of personal data, WP 168, 1 Dec 2009, p.
12. http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp168_en.pdf: “The basic concepts of Direc-
tive 95/46/EC were developed in the nineteen seventies, when information processing was characterized by card
index boxes, punch cards and mainframe computers. Today computing is ubiquitous, global and networked.
Information technology devices are increasingly miniaturized and equipped with network cards, WiFi or other
radio interfaces. In almost all offices and family homes users can globally communicate via the Internet. Web
2.0 services and cloud computing are blurring the distinction between data controllers, processors and data
subjects.” It goes on then to say that “Directive 95/46/EC has stood well the influx of these technological devel-
opments because its principles and concepts remain relevant, valid and applicable in today's networked world.”
Nonetheless, “While it is clear that technological developments described above are generally good for society,
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As the EDPS puts it, the new ICT environment creates new risks and new concerns that are
not accounted for within the existing legal framework. Therefore, it has argued that specific
measures and legislations are necessary in order to implement the right and principles of data
protection legislation at RFID level.*

Furthermore, the EDPS retains that the existing EU legal framework concerning RFID, al-
though relevant, contains nonetheless several gaps as far as privacy safeguards are concerned.
The legislation is not sufficiently detailed to cope with the new privacy challenges raised by
this technology.”*’

In other words, the recent developments of ICTs, and in particular of RFID, have led to the
emergence of new risks for the privacy of individuals, which threaten the effectiveness of the
legislative framework. Therefore, and in order to adequately apply the yet relevant data pro-
tection and privacy principles, legislative change is needed. Such a change would create the
opportunity to clarify key rules and principles (e.g., consent and transparency), or to innovate
the framework by enriching it with additional principles/implementation provisions.>*® The
existing principles need to be endorsed, and complemented with measures to execute these
very principles in an effective manner.>’

3.6 NEED FOR NEW LEGISLATION, CODES OF CONDUCT, ETC.

Departing from these observations, several key institutional stakeholders have adopted guide-
lines, recommendations, opinions, etc. in order to actuate the legal framework to the privacy
risks and threats presented by RFID applications.**®

Most players agree that what is required is to further detail the existing legislation by com-
plementing it with additional rules imposing specific technical safeguards against new risks.
On the other hand, it is also acknowledged that technology-specific regulation is also neces-
sary.”*’ These non-binding guidelines therefore contain principles that should guide the legis-
lative process to come, which means that the best practices contained therein should be under-
stood as first yet not complete indications on how to apply the legislative framework to RFID.

The following paragraphs will build upon the different document and guidelines in order to
see, first, how the data protection principles can be best made relevant within RFID systems,
and second, how technological tools might better implement these principles, and address
some of the security risks.”*

nevertheless they have strengthened the risks for individuals’ privacy and data protection. To counterbalance
these risks, the data protection legal framework should be complemented.”

4 EDPS, 2010, pp. 2, 11-12.

23 Ibid., p. 11.

3% Article 29 Data Protection Working Party and Working Party on Police and Justice, 2009, p. 6.

27 Ibid., pp. 7-8.

38 See for example, European Commission, Recommendation on the implementation of privacy and data protec-
tion principles in applications supported by radio-frequency identification, C(2009) 3200 final, 12 May 2009.
http://ec.europa.eu/information_society/policy/rfid/documents/recommendationonrfid2009.pdf; EDPS, 2010;
Article 29 Data Protection Working Party, 2005; 2007; 2008; 2009.

39 EDPS, 2010, p. 11; Article 29 Data Protection Working Party, 2009, p. 12.

40 Article 29 Data Protection Working Party, 2005, sections 4 and 5.
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As far as consent is concerned, and although some authors consider it of secondary import-
ance in respect to the legitimate aim principle,”*' it appears that, according to the Art.29WP,
“under most of the scenarios where RFID technology is used, consent from individuals will be
the only legal ground available to data controllers to legitimise the collection of information
through RFID”*** However, the Working Party also acknowledges that, ultimately, the ap-
propriate legitimating ground will depend on the specific circumstances of each processing.**
As far as the e-passport is concerned, one might indeed argue that it could rely on article 7(e),
1.e., the situation whereby the “processing is necessary for the performance of a task carried
out in the public interest or in the exercise of official authority vested in the controller.” If the
ground of consent was to be retained, several problems would spur, since, according to article
2(h), the consent shall be freely given, specific (for the purpose the data are collected), and
“unambiguous”.

For RFID applications storing personal data on the tag, or having for purpose the identifica-
tion of persons (as is thus the case for e-passports), the data subjects are, in practice, generally
asked to give their consent explicitly.”** This raises issues as to the validity of users’ consent.
Indeed, the level of awareness concerning the existence of an RFID chip in e-passports is
quite low, which implies they cannot give a fully unambiguous consent. Moreover, in the case
of the e-passports citizens have no choice whether to use it or not as its use results from a
public obligation: if they want to travel, they need to use the RFID integrated passport.”*’

As far as the right to be informed is concerned, the following information must be provided to
data subjects: identity of the controller, the purposes of the processing as well as, among oth-
ers, information on the recipients of the data, and the existence of a right to access. Finally, it
is important to state that one of the most important aims of disclosing this information is to
put the data subject in a situation wherein he fully understands the effects of the RFID appli-
cation.”*® However, in the light of the security threats of the e-passport these measures are of
little help. Indeed, passport control is in general well indicated, and informing users about
unlawful processing seems a bit paradoxical.

The data subject’s right to access allows the latter to checking the accuracy of the data pro-
cessed, and to ensure that the data are kept up to date.*’

These rights can be better implemented through technical provisions, which are foreseen by
article 17 of the Directive. Article 17 stipulates that the security of the processing must be
guaranteed through appropriate technical and organisational measures. It can be considered to
some extent as the cornerstone provisions in matters of security, as it imposes an obligation
upon the data controller to implement the appropriate measures to protect personal data
against accidental destruction or unauthorised disclosure.**® However, article 17 needs too to
be further detailed with respect to the latest ICT evolutions.

1 See Gutwirth, 2002, pp. 100-101.

2 Article 29 Data Protection Working Party, 2005, p. 10.

¥ Ibid., see in particular footnote 11 of this chapter.

 Kruse et al., 2008, p. 83.

5 Article 29 Data Protection Working Party, 2009, p. 17.

246 Article 29 Data Protection Working Party, 2005, pp. 10-11.

7 Ibid. p. 11.

*** Ibid. Equally, article 14.3 of the e-privacy directive contains a similar provision, although explicit reference to
it has never been made yet, see EDPS, 2010, p. 7. Article 14.3 states that: “Where required, measures may be
adopted to ensure that terminal equipment is constructed in a way that is compatible with the right of users to
protect and control the use of their personal data, in accordance with Directive 1999/5/EC and Council Decision
87/95/EEC of 22 December 1986 on standardisation in the field of information technology and communica-
tions.”
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Therefore, article 17 can be understood both as the provision concerning both the implemen-
tation of security safeguards, and the implementation of technical measures, the aim of which
being the adequate application of the other data protection principles.*’

Privacy by Design is seen as the major technical solution in order to adequately implement
article 17.°

The idea behind Privacy by Design (PbD), is to design data processing devices (in our case,
RFID) so as to best comply with data protection requirements: by incorporating privacy en-
hancing techniques a priori, most of the issues that might be raised by a given technology
could be addressed.”' Recital 46 of the data protection directive acknowledges the need for
technical solutions, which must be applied as early as possible.”> Also, linked to the concept
of PbD is the notion of “Privacy Enhancing Technologies” (PETs), which are “ICT measures
that protect privacy by eliminating or reducing personal data or by preventing unnecessary
and/or undesired processing of personal data, all without losing the functionality of the infor-
mation system.”*>?

PbD and PETs can provide solutions in order to better implement from a technical viewpoint
the principles of the data protection directive.

As already outlined previously the transparency of the processing is a crucial element in the
security of the e-passport. Therefore, several ways of implementing the right to information
have been put forward, such as the use of pictograms signalling the presence of RFID readers
or tags has been suggested as being an important element in preventing the unauthorised gath-
ering and reading of data through RFID technology. Equally, the real activation of tags is a
step towards this direction.”>* Those are of course merely suggestions, and there is a need for
a new legal framework with clearer and tailor made solutions.”> In addition, individuals
should be notified when a privacy breach occurs, as it will most probably affect their pri-

2
vacy.*°

Implementing the right to access, content rectification, and content deletion will be done
mainly through a so-called “kill command”, which can permanently or temporarily deactivate
the tag. However, this solution still presents some hurdles like reactivation difficulties, or the
impossibility to implement it in all kinds of tags.”>’ Consequently, other solutions have been
put forth, such as using a clipping antenna, or overwriting the data placed on the data. How-
ever they are not without problems too.**®

Furthermore, the possibility to disable tags can also be used in the context of consent when it
is used as the ground legitimizing the processing. Consent is often understood, at least in the
retail sector, as the possibility to deactivate the tag. Two ways of proceeding are possible: opt-
in (standard deactivation) and opt-out (deactivation on request). In other words, the data sub-
ject will give his/her explicit and active consent for a RFID application by either resorting to

2 Kruse et al., 2008, pp. 87-88.
230 Article 29 Data Protection Working Party, 2005; Kruse et al., 2008, p. 89.
2! Kruse et al., 2008, p. 90.
32 Recital 46 states that the technical measures need to be “be taken both at the time of the design of the process-
ing system and at the time of the processing itself.”
3 European Commission, Communication on promoting Data Protection by Privacy Enhancing Technologies;
COM(2007) 228 final, 2 May 2007.
http://eur-lex.europa.eu/LexUriServ/site/en/com/2007/com2007_0228en01.pdf; EDPS, 2010, op. cit., p. 8.
2% Article 29 Data Protection Working Party, 2005, p. 14.
zz Z Article 29 Data Protection Working Party, 2009, op. cit., p. 16.
Ibid.
37 Article 29 Data Protection Working Party, 2005, p. 15.
28 Kruse et al., 2008, pp. 92-93.
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devices that automatically deactivate the RFID tag unless the data subject chooses otherwise,
or by letting the tag activated unless the data subject chooses to deactivate it.**’

In the retail sector, the opt-out solution has been so far retained. In the context of the e-
passport however, the opt-in solution seems more appropriate, provided it overcomes the
technical hurdles that still remain. However, the opt-in solution seems more appropriate to the
e-passport.

Finally, and as far as data breaches (or data security) are concerned, the Art.29 WP proposes
two types of measures: encryption and authentication. Encryption is the technique used in
cryptography for making information indecipherable to anyone except for those possessing
the right key, i.e., a special knowledge that transforms the encrypted information into usable
information. It is therefore used in the RFID context in order to prevent unauthorised access
to the information stored into the tag. In the framework of the e-passport, this is done through
the BAC. However, the weaknesses of the process have already been evidenced earlier on.
Another technique is authentication, that is, the authentication of the reader. This is also done
through the BAC, and suffers the same criticism.>*

On the other hand, article 17 of the data protection directive mentions organisational measures
to be taken as well. These measures include mainly Privacy Impact Assessments (PIAs). That
is, a study on the potential privacy implications that an application may have.’*' As a matter
of fact, the European Commission has issued several recommendations for a PIA RFID
framework.?*® The Article 29 WP has undertaken a large-scale industry consultation in 2005,
and in 2011 it has issued recommendations based on a revised proposal submitted by industry
for a privacy and data protection impact assessment framework for RFID applications.”®

3.7 PRIVACY LEGISLATION AND RFID, WHAT CONCLUSIONS?

So far, we have analysed ways in which the existing privacy and data protection framework
can apply to RFID applications, and in particular, the e-passport.

Again, the issue at stake here is privacy violations that result from issues of information
security within the e-passport.

Most of these security issues come from the constant evolution of ICTs, of which RFID is an
important part. Therefore, and as pointed out above, data protection and privacy legislation
should be implemented in a way that is able to cope with these issues. This requires comple-
menting these texts with provisions on information security management.***

In the preceding paragraphs we have described some of the most relevant propositions to ad-
equately adapt the legal framework.

Several conclusions can be drawn from these observations.

It appears that many of the measures described deal with user empowerment. Indeed, be it
measures concerning the rights to access, rectification, erasure, or consent, the data subject is
“put at the centre of the game.” This approach is coherent with the opinion of the Art.29

9 Ibid., pp. 83-84.

20 Ibid., p. 97.

%! Ibid., p. 95.

282 European Commission, Recommendation of 12 May 2009 on the implementation of privacy and data protec-
tion principles in applications supported by radio-frequency identification, (2009/387/EC), Official Journal of
the European Union, L 122, 16 May 2009, pp. 47-51.

263 Article 29 Data Protection Working Party, Opinion 9/2011 on the revised Industry Proposal for a Privacy and
Data Protection Impact Assessment Framework for RFID Applications, WP 180, 11 February 2011.

264 European Commission, 2009, p. 4.
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WP,?* or with that of the EDPS.?*® The role of the data subject is enhanced through increased
transparency, and a more heavily weighted consent. Furthermore, these provisions should be
better implemented thanks to the technical and organisational measures of art.17 of the Data
Protection Directive. PbD and PETs contribute to the security of RFID systems in a two-
folded fashion. First, they are technical solutions that enable for the implementation of the
provisions that adapt data protection legislation to RFID. Second, they increase the security of
RFID systems by making possible the implementation of security measures such as cryp-
tography or authentication.

One has to wonder therefore, whether this legislative framework is able to cope with the pri-
vacy threats identified earlier on in this document.

For example, some of the proposed technological solutions are difficult to implement, in gen-
eral, and specifically in the case of the e-passport. This is the case for “kill commands”, or
other measures enforcing the right to be informed. The recommended encryption measures
have already been implemented in the e-passport, however, they have not proven to be effi-
cient. As previously evidenced, when pushing for the adoption of the document, the US gov-
ernment rushed the PIA process that consequently fell below any acceptable standards; PbD
was largely absent of the crafting process, which might explain its important vulnerability to
security threats; and the encryption technique used after pressures from privacy advocates has
also shown its limitations. Second, some of these observations have been made from a general
RFID viewpoint, which entails that they may be valid for some applications but not for all of
them (e.g., retail applications would retain the opt-out solution, but for e-passports opt-in may
be more appropriate). This was very clear as far as issues of consent are concerned, where
guidance for the retail sector cannot be transposed mutatis mutandis to the e-passport.

This leads us to the fact that there is a need for technology-specific, tailor made legislation,
which is non-existent to this day. Some explanation may be found in the fact that many as-
pects of the biometric passport remain under the competence of member States. However, that
is not the case for the RFID aspects of the passport, and in particular, the security of this tech-
nology. Moreover, this is consistent with the several recommendations analysed above. And
finally, the lack of specific legislation constitutes a problem from another viewpoint: that of
the binding character of the recommendations, opinions, and communications analysed so far.
Indeed, since all these documents have no actual binding force, they can only be used from
the point of view of self-regulation. This is the reason EDPS advocated for a binding provi-
sion on PbD in the revised data protection directive, and for other similar comments of the
art.29 WP.

As a conclusion, as a RFID device, the e-passport is confronted to the next generation of in-
formation risks that have come to the fore along with the development of ICTs.

In its current state, the legal framework is not in a position to address all these security and
ensuing privacy issues, although it has the potential to. There is a need for new binding regu-
lation that would determine how to best implement the data protection principles to RFID
devices, and in particular, that would address the information risks born from this technology.

263 Article 29 Data Protection Working Party, 2009, pp. 6, 15-16.

% EDPS, 2011.
http://www.edps.europa.ew/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2011/11-
01-14 Personal Data Protection EN.pdf
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